Cybersecurity Aboard Ships: Future Implications
ABSTRACT
The technological advances in the last five years has been outstanding. In the shipping industry alone, technology is continuing to advance so
much that some believe autonomous shipping for cargo ships will become a reality in less than five years. This will decrease shipping costs,
reduce lives lost at sea, and allow for more research of the high seas. The benefits are close to eliminating the consequences of cybersecurity
threats and attacks. The industry is not ready for autonomous ships because the cybersecurity of the current industry is not up to par.
Billions of dollars could be lost in the transition from manned ships to unmanned. Evaluating the current risks in the industry will help
evaluate the future implications of autonomous ships.
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Blockchain is important and useful for the maritime industry because it can be used to
modify data across a server with multiple individuals with a need to access the data and
update it accordingly. Cryptography is a part of the security aspect of blockchain that
makes the system nearly unbreakable. How this relates to the industry is by ensuring
private keys are not shared and passwords are complex and updated on a regular basis.
When sharing sensitive information about cargo, ship routes, or crew the utmost care to
cybersecurity should be made.
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Malware is intended to cause damage and destruction to any system it comes into contact with.
Phishing is a form of email hacking by disguising itself as a reliable and safe source that gains secure
information if the individual provides.
20% admitted to being a victim, 40% of those acknowledged that security programs were in place
before the attack. Of the more than 300 people surveyed, 21% confirmed company systems targeted,
57% percent had not been targeted, and 22% declined to respond
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Which Shipborne Systems Are Most Vulnerable?
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The Code of Practice builds on the standards of the ISPS Code with a ship specific
security assessment which is followed by an initial ship security plan. These initial
assessments are the ship security cyber and physical evaluations on a large scale.
Evaluating risks and creating risk management for threats and attacks is key to a
successful cybersecurity plan
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