240

Confidentiality and Privacy
in Reference Service
Reference librarians are sometimes faced with how best to
maintain the privacy and confidentiality of information
gleaned from the reference interview. Other professions
have directly confronted the legal and ethical problems inherent in client confidentiality. Yet, reference librarians
remain without firm guidelines in this area . The existing
official statements tend to be overly simplistic and unenforceable. Also, they do not recognize that occasionally
confidences must be broken to satisfy a more stringent ethical requirement.
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Librarians and scholars of library science occasionally bemoan the fact that little has been written on the ethics oflibrarianship . Ten years ago Hauptman found
"only a minimal number of articles or
books dealing with the ethics of librarians
in relation to library users . " ' One ethical
problem on which very little has been written is the question of confidentiality or privacy in reference service. Are reference librarians ethically bound to keep the
questions and identities of their clients in
confidence? If so, are there ever occasions
when this private information may be revealed? This paper attempts to answer
these questions and to draw certain conclusions concerning the nature of professional reference work. Also, similarities to
other professions will be described and the
legal ramifications of confidentiality explored.
What exactly do we mean when we
speak of confidentiality? The psychologist,
Keith-Spiegal, gives a good explanation of
the term when she writes that

confidentiality refers to a general standard of professional conduct that obliges a professional not to
discuss information about a client with anyone.
Confidentiality may also be based in statute or

case law . . . but if cited as an ethical principle z
implies an explicit contract or promise not to revea
anything about a client, except under certain cir
cumstances agreed to by both source and subject.
Although the roots of the con_cept are in profes
sional ethics rather than in law, the nature of th,
psychologist/client relationship does have !ega.
2
recognition.
Thus, the question before us is , Does tht
above description apply to the reference li·
brarian/client relationship, and if so, what
are the boundaries of the privacy of that re·
lationship?

CONFIDENTIALITY IN OT HER
PROFESSIONS
It is appropriate at this point to discuss
briefly how other professions handle confi·
dentiality. In general, doctors are hesitant
to divulge patient information to outsiders
(and often to other doctors) , although they
are legally bound in some states to report
certain kinds of information (gunshot
3
wounds, etc. ) • Lawyers, like their medical
counterparts, typically keep information
concerning their clients in the strictest con4
fidence. For the mental health profession,
the American Psychological Association
has set certain guidelines that state , in
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part, that it is the obligation of the practitioner to safeguard ''information about an
individual that has been obtained by the
psychologist in the course of his teaching,
5
practice, or investigation.' ' Thus , these
three professions express similar views of
confidentiality. Whether or not this perspective may be applied to the library profession remains to be seen.
LEGAL RAMIFICATIONS

Does confidentiality pose legal ramifications? In legal matters it is important to
understand the idea of privilege. Privilege
occurs when a certain type of relationship
protects information derived from that relationship from being legally acquired.
"Traditionally, such privilege has been
extended to attorney-client, husbandwife , physician-patient, and priest6
penitent relationships.' ' Irving J. Sloan
add s to this list accountant-client,
jou rnalist-informant, and clinical
psychologist-client relationships . Extensive research indicates that reference librarians (or any librarians, for that matter) have never been granted privilege in a
court of law. The judicial system is reluctant " to extend such privilege because
room for getting at the facts is cut down.
An d without facts, justice cannot be
7
done. ' ' Thus, the difference between confide ntiality (an ethical problem) and privilege (a legal principle) appears. 8
Other legal boundaries pertain in this
matter besides privilege . Sloan speaks of
the basis of privacy or confidentiality as
being found in the First Amendment to the
United States Constitution , the Fourth
Amendment, and the Fifth Amendment.
He goes on to say that from a judicial point
of view "the right of privacy is a developing one and is not yet precisely defined.' ' 9
Another kind of relationship is given legal protection for the purpose of withholding confidential information. A fiduciary
agreement is the term for this relationship.
Sloan states,

There are two questions which should be asked to
determine whether a fiduciary relation exists. Is
the information being entrustedfor some purpose? Is that purpose something done on behalf of
the person entrusting it? If both answers are affirmative, there is [sic] the makings ofo afiduciary
duty with regard to the information. 0
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THE LIBRARY PROFESSION AND
CONFIDENTIALITY
We now turn to the library profession
and its views on the ethics of confidentiality. First, we should examine the official
statements that have been made by various
organizations. In 1975 the American Library Association stated that a librarian
''must protect the essential confidential relationship which exists between a library
11
user and the library." In 1982 a slightly
altered form of this guideline was published as the "Librarians' Code of Ethics." It said that "librarians must protect
each user's right to privacy with respect to
information sought or received, and materials consulted, borrowed, or acquired . " 12
The California Library Association issued its own statement on privacy: "ALibrarian should preserve the confidences
and respect the privacy of each client. " 13
Finally, even though all of these statements indirectly cover reference service,
the ALA (through the Reference and
Adult Services Division) published ethical
guidelines specifically designed for reference librarians . These guidelines state,
"Information contacts with users,
whether reference or directional , are to be
treated with complete confidentiality." 14 A
clear consensus thus emerges from these
four statements on ethics: Reference librarians are not to reveal any information
gathered through the reference interview
process.
Three major problems accompany this
official consensus. First is a conflict between privacy and another great tenet oflibrarianship, freedom of information. This
problem can be clearly illustrated by a personal experience. While doing research for
this paper, the author was unable to find a
certain book in the stacks. The circulation
desk personnel told him that the book was
checked out (and overdue) . The name of
the patron was desired but this information could not be furnished because of the
code of confidentiality. It was against the
library's policies to reveal the name of the
delinquent patron. Strickland-Hodge puts
it bluntly when he notes that the problem
of whether one should supply or withhold
information is '' a question which cannot
be answered with a straightforward ' supply and be damned . ' " 15
The second problem with the ALA
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guidelines is that they are "without
teeth. '' The consequences of a reference librarian committing a breach of confidence
are largely undefined . If doctors or lawyers
revealed private information relating to
clients, they might face legal action or loss
of membership and prestige in the professional community. But the reference librarian who commits a similar indiscretion is unlikely to receive any kind of
negative response at all. This lack of social,
legal, or professional consequences makes
the present guidelines ineffective . If no
punishment exists for the "crime," what
(other that a highly sensitive conscience)
prevents the librarian from divulging private information?
The third problem is the official statements' lack of specificity. They are simply
too broad to be used effectively in many
"real life" situations. Clarke states that
the librarian who "allows unauthorized
personnel to inspect files of socially sensitive reference questions is being both un16
professional and unethical.'' This clearly
adheres to the spirit of the ALA's pronouncements; indeed, even someone who
had never read the "Librarians' Code of
Ethics" would probably feel guilty about
engaging in such activities. Yet, exceptional cases occasionally occur that transcend the ALA's statements. For example,
if clients engage in known (or suspected)
criminal activity, what are the reference librarians to do? Should they obey the
" Code of Ethics" and refuse to divulge information about the clients, re ..lizing that
an investigation of their research habits
"might be used to suppress legitimate dissent or to compile information having no
bearing on the maintenance oflaw and order? "" However, if the clients are truly
engaged in criminal activity that may endanger that lives of other people, is it not
the librarian 's duty to warn or to reveal information to the proper authorities? Yet,
the ALA standards are silent about such
situations.
Other potential ethical conflicts exist for
the reference librarian. Lindsey asks the
penetrating question, " What is the proper
action for the librarian who is asked for assistance on a research problem which he
knows is being investigated by another researcher to whom he also owes confidentiality? Not to violate confidentiality will
18
lead to duplication of research effort . "

Again, we find a contradiction between
the letter of the law and the spirit of the
law .
Clarke asks , "Is it ethical for the librarian . . . to discuss the reference interview
19
with her colleagues?" It is often essential
(for the professional growth of librarians'
colleagues) to discuss specific reference
questions with other professionals. Yet,
should the reference colloquium become
the local gossip column? Swan sets forth
the dilemma for us : "It is all too easy to
discuss a sensitive question and the questioner with colleagues because it is often
true that combination makes much more
fascinating conversation than the question
in the abstract. Difficult, sensitive questions are fair game for discreet consultation, but this can, must, be accomplished
20
without invasion of privacy. "
Next, what about the problem of plagiarism as it affects the reference desk? If a
teacher suspects that a particular student
has committed plagiarism, should the reference librarian provide help ''in determining which sources a student was likely
21
to use' '? Or would this be considered a violation of confidence? The answers are not
easy.
What do these hypothetical case studies
show us? Simply, the ALA and RASD
standards are too vague to be of much help
in sticky situations. They serve as idealistic
guidelines and, as such, cannot solve
many of the practical problems that face
the reference librarian. Farley gives two
examples where the ALA code would be
more than helpful in providing the answer
to a confidentiality problem (' 'a scholar
engaged in writing a book" and a reader'
who " needs help in locating shelters for
abused wives''). But in many instances,
"the blanket prescription contained in the
RASD guidelines .. . sets an impossibly
high standard for reference librarians."
Farley continues with her indictm ent :
"The Library Bill of Rights, the ALA
Statement on Professional Ethics, and the
RASD standards provide helpful guidelines, but these statements cannot be inclusive or sp.ecific.enough t.o cover every awkward SituatiOn which may arise.
Ultimately, I believe that reference ethics
are a mixture of instinct,
tact, discretion ,
22
and common sense.' '
Finally, because we live in a computer
age, online searching has also had an im-
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pact on the confidentiality of the reference
librarian-client relationship . A recent
study by Isbell and Cook surveyed the confide ntial practices of reference librarians
who did online searching. The survey
showed that most searchers considered
confidentiality and privacy to be very im, portant, but this was "not generally reflected in record-keeping practices or in
the attitudes toward subject disclosure."
The vast majority of the respondents did
not have any kind of "written policy concerning disclosure of online bibliographic
search subjects." Isbell and Cook felt that
it would be helpful to lay down some specific guidelines and procedures to ensure
confidentiality in the online search process. First, they set a limit on the amount
of time that records of the search could be
retained. Second, they limited the availability of these records to unauthorized
persons. Third, they allowed disclosure of
these records only if the client had given
his approval. Fourth, they limited the use
of the identification number of the client .23

I

SUMMARY AND CONCLUSIONS
Isbell and Cook wrote that ''a great deal
of inconsistency exists in the preservation
of confidentiality of records and in the attitudes expressed about that confidential2
ity. " ' That is an accurate statement and
as such must be considered " bad news. "
But, the good news is that librarians on the
whole decry this inconsistency and hope
for better things to come.
Let us now summarize the findings of
this study. First, there is indeed a confidential relationship (both prescriptive and
descriptive) between the reference librarian and the client. Yet, there are times
when this confidence must be broken . Certain situations (e.g., when a life is in danger) call for the librarian to "differentiate
between personal ethics, professional eth25
ics, and public responsibility.' '
Second, certain legal ramifications must
be unde rstood in these situations. Re~ search suggests that the legal concept of
Privilege has not yet been extended to reference librarians. Yet, the idea of a fiduciary
relationshi p (where the client entrusts the
reference librarian with certain information so that the librarian can perform a service for the client) may possibly be used for
legal protection in confidentiality cases .
But, what does one do when the law offers
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no protection, while ethical norms remain
firmly embedded in the conscience? One
authority states: "When law and ethical
standards diverge . . . the situation becomes extremely complex .. .. The practitioner may choose civil disobedience as
one course of action , but does so at his or
her own peril in terms of the legal conse26
quences.' '
Third, a basic conflict does exist between confidentiality and intellectual freedom . Ranlett writes that " public confidence in our discretion . . . is more
important than a reputation for always be27
ing right.' ' Yet, providing ,correct information for our clients must be equally important to the library profession. This
conflict can only be resolved by realizing
that tensions and contradictions exist in
many of the ethical decisions that life has to
offer us. Sometimes the only solution is,
predictably, our conscience.
Fourth, the ALA, RASD, and CLA
guidelines on confidentiality in reference
service are too vague to be of much help in
many situations. The following suggestions are meant to serve as a corollary to
the ALA standards:
1. Reference librarians should be aware of
the legal ramifications of confidentiality in
reference service .
2. Reference interviews should be kept in
confidence except under certain circumstances:
a . cases where the client has given written permission ;
b. cases where research may be duplicated and privacy is not requested ;
c. cases where dangerous criminal activity is suspected.
3 . Reference librarians should be prepared to use their consciences in situations
where the answer is not "cut-and-dried ."
4. Case studies should be used (similar to
ones employed by the American Psychological Association) to complement the
ALA and RASD guidelines. These case
studies would provide practical applications and helpful solutions to problems
that might be too narrow in scope to be discussed in the guidelines.
5. The consequences of unethical behavior related to the confidentiality of the reference interview need to be defined and
enforced.
These suggestions are not meant to pro-
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vide a solution to the problem but rather to
begin the solution process. Librarians
must realize that they are not robots , programmed to protect privacy at all times
and at all costs. They are human beings,
and thus in certain situations (e.g ., mat-

ters of life and death) they must be willi
to break the confidences of a client. Thai
not to say the privacy of the individual
not important. It is. In the end, though
delicate balance must be maintained. 1
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