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Abstract
of
HUMAN OR BOT

by
Srivats Srinivasan

Online auctions have become an increasingly important aspect of e-commerce. The
major problem with online bidding/auctioning is that there is no way of identifying if
the user is a human or a bot. Human bidders are becoming increasingly frustrated with
their inability to win auctions against their software-controlled counterparts. Bidding
robots such as “Ez Sniper” and “Auction Sniper” are pieces of software that are
configured by users to follow any number of auctions on different auction sites
simultaneously, bidding in place of the user according to predefined settings and
preferences. Humans are not able to attend to and monitor auctions with the same
capacity as a running program, which can make complex bidding decisions in splitsecond time and can follow an auction with nonstop, undivided attention. As a result,
usage from the site's core customer base is plummeting. To rebuild customer happiness,
the auction service providers need to eliminate computer generated bidding from their
auctions.
This project aims to address this problem by providing a solution to identify bids that
are placed by bidding bots. The identification is achieved by using machine learning
v

techniques, such as Random Forest and Decision Tree, and uses several key features
extracted from online bidding data, such as time, country, IP address, etc.
The application provides three major functionalities as follows, CreateTrainingData,
CreateModel, and Identify. In the absence of existing training data, CreateTrainingData
creates training data with the help of the built-in model. The created data is to be
verified. Once done so it would be used in the CreateModel function. CreateModel
function creates a model based on the existing/created training data and its extracted
features. The created model would be used for the identification process. The Identify
function identifies the user/set of users whom uses bidding bots based on the model
created.
The application also provides some security protection by preventing SQL injection
attacks. The 1st order and 2nd order SQL injection attacks are detected and prevented
from execution. The application can receive input values and SQL statement as JSON
value. The input values are first checked for special character if found, then the
received SQL statement is split on input values and checked for SQL injection
vulnerabilities.
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1. INTRODUCTION

Technology has advanced so much over time that it has changed the perspective of
purchasing products. One such way of purchasing products is online auctions. Online
auctions have become an increasingly important aspect of e-commerce. The major
problem with online bidding/auctioning is that there is no way of identifying if the user is
a human or a bot. Human bidders are becoming increasingly frustrated with their inability
to win auctions against their software-controlled counterparts.
A bot is an application or a piece of software that let you do automated tasks. Bots are
everywhere in technology, varying from chat bots, spam bots, search bots, click bots, etc.
In this project, we are going to concentrate on click bots which are used to imitate human
users in auctions. Click bots are nothing but a piece of software which performs
automated button clicks when certain conditions or criteria are met. The click bot clicks
in random patters to imitate human users.
The project aims to address this problem by providing a solution to identify bids that are
placed by bidding bots. The identification is achieved by using machine learning
techniques and help auction service providers rebuild customer happiness, and eliminate
computer generated bidding from their auctions.

2
1.1 Background
Facebook Recruiting IV: Human or Robot? [1], is a competition held by Facebook hosted
on Kaggle during the year of 2015. The competition raises the problem of identifying
bids placed by robots in online auctions and calls for data analysts and machine learning
experts to provide a solution for the problem. The data is provided by Facebook from
anonymous online platform. The project I have implemented here is my own version of
solution for the problem raised. The project also provides some security features for the
auction service providers by preventing SQL injection attacks.
1.2 Report Formation
This master project report is organized into eight chapters. The preface of the project and
its background form the first chapter. The second chapter describes Spark application
development basics. The third chapter focuses on the application design. The fourth
chapter explains the overview of project implementation, the fifth chapter talks about the
analysis and insight, while the sixth chapter talks about security aspects provided by the
application. The seventh chapter describes the implementation with the application
screenshots. The eighth chapter concludes the paper, and finally the ninth chapters talks
about the future scope of the project.
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2. SPARK APPLICATION DEVELOPMENT BASICS

Apache Spark [2] is an open-source cluster computing framework which can also be
described as a distributed data processing engine. Sparks data processing takes place
mostly in physical memory. Spark is used to perform various tasks such as data analytics,
machine learning, data streaming, database management, parallel computing, graph
operations, etc. Spark has two modes of operation either as a standalone or as a cluster
mode.
Apache Spark makes use of RDD’s (resilient distributed dataset) to distribute data over
the cluster. RDD’s sole purpose is to maintain fault tolerance. Aside from RDD’s, Spark
also provides data frames and recently data sets, which provide table like structure to
store data in memory. Spark provides SQL libraries and functions for manipulating data
frames or data sets. Spark has Spark SQL library which can be used to perform SQL
queries on data frames and data sets.
Apache Spark supports Java, Scala, Python and R [2]. Spark core is the main engine
which manages input output operations, scheduling, memory management, networking
interfaces and (RDD based) dataset. Figure 1 shows us the structure of Spark Platform.

Figure 1. Spark Platform [3]
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2.1 Spark Architecture
Apache Spark structure can be identified in Figure 2.

Figure 2. Spark Architecture [4]

1) Driver Program:
Driver Program, also called as the master, manages the jobs submitted to the Spark
cluster and allocates tasks to the worker nodes. The driver program listens to the
worker nodes for possible incoming messages. It is also responsible for keeping the
tasks isolated so there are no data leaks between them.
2) Cluster Manager:
Cluster manager is the one which is responsible for fault tolerance in Spark. It is
achieved by cluster manager handling requests when either driver program or the
worker nodes are busy. Cluster manager acts as an intermediary between the driver
program and the worker nodes and distributes tasks to the worker nodes.
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3) Worker Node:
Each worker node has an executor and a cache. Executor is the one which handles all
the tasks assigned to the worker node. It also isolates every task so there is no
memory leak between tasks. Executor makes use of the cache which is configurable
for the execution of the tasks.
4) Executor:
Executor is the one which handles all the tasks assigned to the worker node. It is also
the one which is initiated for the execution of spark processes such as data keeping
and input output operations.
5) Task:
Task is the unit of work assigned.
2.2 Spark SQL
Spark SQL [5] is one of the extensions provided by Apache Spark. Spark SQL provides
structured data processing on data and computations being performed on data. Spark SQL
uses DataFrames/DataSet for data manipulation.
2.3 Spark ML Lib (Machine learning libraries)
Spark ML Lib [6] provides wide range of support for machine learning methodologies
such as classification, regression, clustering, etc. Spark can process large scale data and
apply machine learning algorithms on them. Data processing and machine learning
techniques are applied on Dataset/DataFrames.
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3. APPLICATION DESIGN

3.1 Spark Cluster Setup
The Spark cluster is built using Maven which is included along with the Spark packages.
I have set up a Spark cluster in standalone mode on my laptop which has 8GB memory
(RAM), 250GB storage and an Intel i7 processor. Figure 3 and 4 show us the Maven
includes, necessary imports, and the environment variable setup for this cluster.

Figure 3. Maven Includes
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Figure 4. Imports

Figure 5. Environment Variable
Figure 5 shows that I have allocated 8GB of memory to the worker nodes. The executor
core has been set to 4, and for the execution of Spark processes 20GB of the system disk
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space has been allocated. The number of workers is not changed and made to be default.
The Timeout settings are for Spark SQL processes to take place without any interruption.

3.2 System Flow
System work flow can be identified from the Figure 6 below.

Figure 6. System Flow
1) Web Server:
Web Server takes care of two major functionalities. Firstly, it captures the user
actions/input and sends them to the event server to take the appropriate action.
Secondly, it gets the data from Identify Bot User module and sends output to
display to the user.
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2) Event Server:
The Event Server takes the input of the user based on which the Spark training or
identification module is initiated.
3) Training/Spark:
The Training/Spark module creates training data, creates identification model, and
is responsible for feature extraction. Based on the extracted features the
identification model is created, which identifies the users who are using bots.
4) Identify Bot Users:
This model identifies the users who are using bots based on the input from the
identification model.
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4. IMPLEMENTATION OF THE APPLICATION
Below are the steps involved in implementing the application.
4.1 Understanding Data
The first and foremost process in data processing or data analytics is the process of
understanding the existing data. In our application, the data represents the bids placed by
a user on an auction at a certain time. The data needs to be fully understood before the
process of key feature extraction during the creation of identification model. Figure 7
shows us a set of sample data and Figure 8 shows us the schema of the data.

Figure 7. A Look at the Data
Bid_id: Bid_id represents the unique identifier for the bid placed by a user on an auction.
Bidder_id: Bidder_id represents the unique identifier for a user. The Bidder_id values are
encrypted for security.
Auction: Auction represents unique identifier for the item being sold.
Merchandise: Merchandise represents the category of item represented in the auction.
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Device: Device represent the device from which the user has placed a bid on the auction.
Time: Time represents the time at which the bid has been placed. The Time values are
encrypted for security.
Country: Country represents the nation from which the user placed the bid.
IP: IP represents the IP address from which the user has placed the bid.
URL: URL (Uniform Resource Locator) represents a reference to a web site/resource in
terms of its location on the network. The URL values are encrypted for security.

Figure 8. DataSet Schema
4.2 Pre-Processing Data
In this part of the process once the data is understood and the key features are identified,
it is important to make sure that there is no noisy or inconsistent data present. The
bidding data available to us had NULL values and repeated values, which were removed
with the help of Spark SQL. By removing inconsistent values, we get better result and
improve our data analytics process.
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4.3 Feature Extraction
Feature Extraction is the process of extracting statistical data from the key features
identified during the process of understanding the data. The key features used to identify
bot users from the bidding data available were Time, IP, URL, Country, and Device.
1) Time:
Time is one of the most important features to identify bot users. The field time, in
the bidding data indicates the time a user places a bid on an auction.

Figure 9. Plotted Bidding Time
The available time data was encrypted to protect privacy, hence there was some
assumption made during the data analytical process. Figure 9 represents the
overall bidding time information. The assumption made was that time would
have been a contiguous representation, but clearly as the figure indicated the
data is represented as three chunks of information, which indicates that the
bidding activity represented in the data is over a period of three-day interval. The
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intervals between each chunk were also almost similar which made
calculating the day an easy task.
Once the day calculations had been done, the bidding activity of the user is
split into hourly activity over a period of 72 hours shown in Figure 10. This
splitting is to identify, if a user himself places the bids or uses bots to place the
bids on behalf of him. Humans usually start of the auction process by placing less
number of bids, mainly for reducing the cost, but during the final hours of the
auction bids placed are erratic and the volume of bids placed are higher. The same
thing does not apply to bot users. Their activity would be almost the same during
auction.

Figure 10. Hour Wise Bidding
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Figure 11. Hour Wise Bidding Result
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Figure 11 displays the result of the hourly calculation, where bidder_id
represents the unique users and the columns hr_0, hr_1, hr_2, hr_3, hr_4, hr_5,
etc., represents hours, and their values represent the hourly bidding activities.
2) IP:
IP address is a unique identification number for a system over the Internet. The
bidding data available has the IP address from which the user has placed the bids.
Initially the number of unique IP addresses used by a bidder is identified,
followed by calculating the entropy of the number of IP addresses used by a
bidder per auction per IP address. Entropy is calculated to measure the
randomness of the IP addresses used by a bidder per auction per IP address. The
mean and median of the entropy are calculated and saved.

Figure 12. Bidder Wise Auction Wise IP Count
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Figure 13. Entropy Calculation
IP address is also used in correlation with time and device, to calculate the time
interval between same IP address and the time interval between different IP
addresses. The median of the above two calculations is used to identify users
using bidding bots. Figure 12 and 13 show us the process of Bidder Wise
Auction Wise IP Count calculation and the Entropy calculations.
3) URL:
URL represents a reference to a web site/resource in terms of its location on the
network. The calculation involved with URL is like that of IP address.
4) Country:
Country is the field which identifies the nation from which the user/bot has placed
the bids. Initially the number of unique countries used by the bidders on an
auction is recorded on the results obtained from the above process. Mean and
median is calculated, and the maximum number of countries used to place bids
in an action is recorded.
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Figure 14. Bids Per Country

Figure 15. Bot Bids Per Country
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Figure 14 and 15 give us the overall distribution of bids per country. The
calculation is like that of bids bidder wise calculation. The result obtained is
pivoted and percentage of bids placed from each country is extracted.

Figure 16. Category Wise Bids
Figure 16 shows the number of bids placed by users category wise.
Information is not only extracted form the key features. There are a few other
statistical data that are extracted from non-key features. Statistical data that are
extracted from non-key features are percentage of first bids placed by the user,
percentage of last bids placed by the user, overall number of bids placed. The
statistical data extracted from non-key features work hand in hand with the
statistical data from key features to identify bot users.
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4.4 Model Creation
The data/information obtained from the process of feature extraction is loaded into a
machine learning model. The machine learning model finds relationships which are
common among the data/information from feature extraction. The model created from
this process will be used to identify bot users in bids.

Figure 17. Model Creation
In Figure 17 the column features is a vector of all the information/data from feature
extraction. The output column indicates if the user used bots to place bids. In this case
value 1 represents that the user used bots, and 0 indicates a human bidder.

Figure 18. Spark Model
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Figure 19. Sample Model
Figure 18 shows us how to create a model in Spark and Figure 19 shows us a sample
model created in Spark. The Human or Bot application provides users with two kinds of
models, namely Random Forest and Decision Tree. The user has the freedom to use
either one to identify bot users.
The created model is to be checked and verified thoroughly before being used for the
identification process. This will result in an efficient identification outcome.
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5. ANALYSIS AND INSIGHT
The goal of this application is to identify bidders who use bots to place bids. This is
achieved with the help of the model created from the model creation process. The model
clearly segregates the bot users, and the non-bot users by placing a value of 0/1 against
each bidder, where the value 1 indicates a bot user. As we have mentioned in the previous
chapters, once a model is created it is to be verified in terms of accuracy.
An evaluator is used to calculate a model’s accuracy, accuracy is calculated by evaluating
the model output and returns a scalar metric against it. I have made use of
MulticlassClassificationEvaluator [7] available in Spark to display the accuracy of my
model as shown in Figure 20.

Figure 20. MulticlassClassificationEvaluator
To cross validate the accuracy of the model, I used K-Fold Cross Validation [8] along
with the MulticlassClassificationEvaluator to confirm that accuracy would be the same in
all case scenarios. The training data set I used consists of 2,013 distinct bidders, out of
which 103 bidders are confirmed to use bots to place bids.
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The K-Fold Cross Validation splits the training data into K folds, where K represents a
numerical value and folds represent divisions, that is data is divided into K parts. Each
fold is considered either for training or testing. For example, if the training data is split
into three folds. Initially the first fold would be considered to create a training model, and
the second and third fold would be considered for testing. After the accuracy and the test
error of the model have been determined, the folds are iterated till all folds have been
visited and used as testing and training data alternatively.
The process where the model keeps identifying the same user from the training data as
bot, and hence having a prefect accuracy is called as over fitting. Random Forest model is
prone to over fitting issues, which is one other reason I have used K-Fold Cross
Validation along with my evaluator to verify accuracy.
Initially, I was under the assumption that a single data field would clearly indicate all bot
users in the system. Each of the data fields (e.g, Time, IP, URL, Country, Merchandise)
was individually fit into a Random Forest algorithm and trained to create models. The
accuracy I got is as shown in Figure 21.

Figure 21. Data Field Accuracy
Not even 50% of the known bots in our training data were identified by the individual
data field. The accuracies in Figure 21 showed me that the data fields, when used
individually, do not give a proper solution to our problem. However, by calculating the
accuracy of each individual data field, it gave me insight in the weightage of each data
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field has in the identification process. The data extracted from the field Time was the
most accurate and useful, followed by IP, URL, Country and Merchandise.
When used individually, the extracted features did not properly identify bot users.
Therefore, I combined all the extracted features, from all the data fields, into a single
table

and

fit

them

into

a

model.

The

resulting

accuracy

from

the

MulticlassClassificationEvaluator, with the help of cross validation, was 0.88764. Even
though the combined model was more accurate than the individual models, it still was not
accurate enough to identify quite a few bot users, and it fell far below some of the
solutions presented in the competition.
To improve the accuracy of identification even further, I kept the Time field as a constant
and used it in combination with other data fields. Time field is kept as a constant because
a bot can place multiple bids at the same time, and it had been identified as the most
accurate feature from Figure 21. I used the Time data field in combination with (IP,
Country, URL), (IP, Country), (IP) to extract extra features such as
1. Percentage of bids placed by different bidders at the same time, IP, country and URL.
2. Percentage of bids placed by different bidders at the same time, IP and country.
3. Mean and median of the time interval between consecutive bids placed from the same
IP and different IP’s.
These above extracted values were fitted along with the previously extracted individual
features into a model. The resulting model was the most accurate one with an accuracy of
0.96246. I avoided the use of the data field Merchandise along with Time since the model
created with features extracted from Time and Merchandise decreased the accuracy of the
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model rather than increase it. The reason why accuracy decreased is because, bidder
manually lets the bidding bot know which auction and merchandise to place the bids on.
The bidding bot decides the time when bids are placed, from which IP, and country, etc.
Hence, including the data field Merchandise, which basically shows the interest of a user
on a category of item rather than showing a bot’s characteristics, caused increased
variance, which in turn reduced the accuracy of the model.
The application users have been provided with two distinct machine learning algorithms
(Random Forest and Decision Tree). The accuracy of each algorithm is shown in Figure
22 and Figure 23.

Figure 22. Random Forest Accuracy

Figure 23. Decision Tree Accuracy
Although there are better algorithms in terms of speed and how a model fit the extracted
features, I chose Random Forest and Decision Tree, for the reduced variance they
provide. The lower the variance is, the more precise the accuracy would be. Reduced
variance is achieved by increasing the number of trees or increasing the depth of the tree
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while creating a model. A tree can fit precisely, or over fit. However, with the increased
number of trees, the over fitting is slightly countered, and K-Fold Cross Validation can
help us identify and prevent overfitting if it does occur.
The model accuracy that I have got from Random Forest Model, is slightly better than the
models presented in the Facebook Recruiting IV: Human or Robot? competition. This is
because, Time data field was given more importance while extracting features and the
assumption I made on the data field.
With the model accuracy achieved here, almost all the bot users are identified by the
application, as shown in Figure 28. Additionally, the application is implemented with the
standard set of data fields, which is available to any service provider. Hence, the
application can be implemented in any bidding service provider environment to identify
bot users.
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6. SECURITY
The application also provides some security protection by preventing SQL injection
attacks. The application basically detects and prevents two different kinds of SQL
injection attacks, namely 1st order and 2nd order SQL injection attacks.
Figures 24 and 25 show us an example of first order and second order SQL injection
attacks. First order attack [9] is an attack in which, the attacker can enter a malicious
string and cause a modified SQL statement to execute. Second order attack is an attack,
in which the attacker writes into the database/storage, or creates a malicious
function/trigger/procedure that could cause corruption of the data source.

Figure 24. First Order Attack
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Figure 25. Second Order Attack
The application can receive input values and SQL statement as JSON value. The input
values are first checked for special characters relating to SQL injection attack, such as
OR, UNION,’, #, --, Insert, Delete, *, select, from and =. If any of these special
characters are found in the input values, the application moves to the next level of
processing where the received SQL statement is checked for SQL injection
vulnerabilities. The SQL statement is split on the special characters and checked for SQL
vulnerability (e.g., consider the inputs received by a system from the login screen as
represented in Figure 24).
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The UserName has been provided as admin’ or 1=1 and a password has been provided.
The resulting SQL statement will look something like
Select * from tablename where username = ‘admin’ or 1=1 and password=’value’
The above SQL statement, if executed, will result in a 1st order SQL injection attack
where information of all the users in the table would be retrieved rather than the admin
user alone. When the input values and the SQL statement are sent to the application, the
system would initially check the input values admin’ or 1=1 for special characters, which
are ‘, or, = in this case. Once special characters are identified as part of the input value,
the system moves to the next level of processing, where the system splits the SQL
statement on the special characters which would result in the statement as shown below.
Select * from tablename where username = ‘admin’
1=1 and password=’value’
The system further splits the individual statements obtained, on the special character =,
and compares the individual result of the split pair. In our case, 1=1 is split individually
to 1,1 and compared against each other. The system identifies that the condition 1=1,
along with the condition OR, will always result in a true value representation. That is,
even if a user called admin is not present in the system, the system would return query
results, which would result in a SQL injection attack. The application identifies the
malicious statement and raises an alert to prevent the SQL statement from executing.
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7. APPLICATION SCREENSHOTS
7.1 Main Screen

Figure 26. Main Screen
Figure 26 shows the main screen of the application. The application provides three major
functionalities for its users, as follows: CreateTrainingData, CreateModel, and Identify.
1) CreateTrainingData:
In the absence of existing training data, CreateTrainingData creates training data
with the help of the built-in model. The location of the built-in model is picked
by the application from the settings screen in Figure 27. The user has an option
to choose either one of the algorithms provided by the application (Random
Forest and Decision Tree). Based on the selected algorithm, the appropriate model
is selected to create the training data. When the user clicks on the Train button,
Web Server picks up the action and sends it to the Event Server. The Event Server
makes the decision and informs the Spark Training module from Figure 6 to start
the process of extracting features. Once the feature extraction process is
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completed, the control transfers over to the IdentifyBotUsers module as shown in
Figure 6, where the extracted features are fed into the built-in model to create the
training data. The created data is to be verified. Then, it would be used in the
CreateModel function.
2) CreateModel:
This function creates a model based on the existing or created training data and its
extracted features. The user has an option to choose either one of the algorithms
provided by the application (Random Forest and Decision Tree) to create the
model. The user can check the classify checkbox if needed. Then, the
application re-runs the process of feature extraction, and the new set of extracted
features would be used to create a model. The created model would be saved in
the location mentioned in the settings screen in Figure 26, and would be picked up
and used for the identification process.
3) Identify:
The Identify function identifies the bidder or set of bidders who use bidding
bots based on the model created. In this section, the user can select a single bidder
or a set of bidders for the identification process. The application lets the user
select bidder(s) by selecting a Bidder ID or by selecting one of the following
filters:
1. Auction ID
2. Merchandise
3. From&To Date
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4. From&To Transaction ID
from a drop-down list box. When the application user clicks on the identify button, the
Web Server captures the selections made by the user and sends it to the Event Server.
The Event Server sends the selected Bidder ID’s and the

algorithm that is to be used to

the IdentifyBotUser module in Figure 6. The IdentifyBotUser module loads the saved
model based on the user’s algorithm selection and starts the process of identifying bot
users.
7.2 Settings Screen

Figure 27. Settings
Figure 27 shows the Settings screen of the application. Settings is an interface where the
admin user can manage information needed for the application to work properly. During
the run time of the application, to get the necessary data for processing and the location
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of the models, the naming convention mapped here will be used. The fields that to be
mapped are as follows:
1. Location where the built-in model can be found physical memory in location of
the default model.
2. Location where the newly generated model is to be saved in physical memory in
location of newly generated model.
3. Name of the table which records every bid placed by the bidder in bidders
transaction table.
4. Name of the table which contains the auctions details such as their name and id in
auction list table.
5. Name of the table which contains all the unique bidder/user ids in bidders list
table.
6. Name of the table which contains the name of item sold in the auction in
merchandise list table
Once the table names are mapped, the necessary column names from each table, in Figure
27 are filled and saved.
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7.3 Output Screen

Figure 28. Output
Figure 28 shows the output screen of the application. It displays the list of bot users
identified. Along with displaying the identified bot users, I have also manually displayed
few of the extracted features, which I found to be important and helpful in the
identification process. These features were pre-determined to be important and helpful,
by understanding how various bidding bots such “Ez Sniper” and “Auction Sniper”
worked. The bidding bot either places a bid
1. Continuously throughout an action when a certain is met, or
2. Places a bid when the auction is right about to end
With this understanding. I catered my application to extract these pre-determined features
such as probability of first bids, probability of last bids, etc., and displaced them to the
application.
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8. CONCLUSION
Working on this project made me think outside the box, and gain a deeper understanding
of data analytics and data mining. I have learnt a lot of new technologies while
developing this project. I got to learn concepts like cluster computing on Apache Spark,
which is a powerful and trending platform and an immensely powerful tool for data
analysis.
Being new to the area of machine learning, this project gave me experience on how to
convert raw data into useful information that can help in making conclusive decisions. I
learned about the vast number of algorithms like Classification, Clustering, Regression,
etc., and learned how to select different features to create vectors, which in turn creates
powerful data models for the identification process.
Last but not least I have learned how to overcome problems and develop a product that
would help bidders and service providers in their fight against bots. The experience has
made me technically skilled and developed my thinking power around similar kind of
problems.
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9. FUTURE WORK
The data available for identification had few of its key values encrypted, so the
application had to be developed with some assumptions. Therefore, future work of this
project can include standardized values of time, URL, which would make the application
usable and testable in real life auctions.
The identification process can be more optimized and implemented in a distributed
cluster to reduced execution time. The future work can also include developing a
graphical user interface (GUI) for users to visually understand the relationships in the
data.
Also, this project is implemented only to identify bidding bots. It can be extended to
identify gaming bots which farm virtual currencies. This is possible since features such as
time, IP, URL, etc., can be applied and extended to identify gaming bots.
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