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ABSTRACT
SOFTWARE MANAGEMENT FOR MEDICAL DEVICES
by
William M. Frank
Master of Science in Computer Science

In the overall management of a software project, the
Product Assurance activities encompass a wide variety of
tasks throughout the project life cycle.

These activities

are accomplished through a combined application of
configuration management (CM), verification and validation
(V&V), test and evaluation (T&E), and quality assurance
( QA) •

These activities usually begin during

the

feasibility and requirements phase of the project and carry
through to the maintenance phase.

They may be implemented

in a variety of ways and in varying degrees, depending on
the size of the company, the organizational structure of
the company, the type of product manufactured, and other
factors.
This pro]'e,ct r-~searches, defines, and applies these
'·

"""

'.,

Product Assurance"··mana'<~Lement
functions to the field of
""
..

•.

~

·

vii

medical software.

This particular field is felt to be more

sensitive to software errors and omissions than other
fields of commercial software since the software may be
depended on for supporting or sustaining human life.

The

outgrowth of the project will be a set of Product Assurance
management plans applicable to a large manufacturer of
medical electronic products containing embedded software.

viii

CHAPTER 1
Background and Rationale

1.0 Overview
This section describes the background, rationale and
objectives for the project.

It discusses the aspects of a

software intensive medical device that merit special
attention from a software management point of view, and
describes in detail some of the regulatory aspects of
medical devices.

Finally,

i.t discusses the project

objectives.

1.1 Project Background
During the past ten years,

the increased use of

microprocessors has made most electro-medical devices very
software dependent.

In the case of patient monitoring

equipment designed to monitor the electrocardiogram (ECG),
the state of the art has progressed from vacuum tube
circuits in the 50's, transistor circuits in the 60's,
integrated circuits in the 70's, to microprocessor based
machines in the late 70's and 80's.

Functions previously

performed by analog circuitry such as electrocardiogram
(ECG) detection, filtering, rate computation, and waveform
1
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analysis, are now performed entirely in software.
not unusual

It is

today for a patient monitoring product to

contain on the order of 15,000 to 80,000 lines of source
code.

Other examples of software intensive medical devices

include programmable pacemakers, computer aided tomagraphy
(CAT) scanners, blood and fluid analyzers, and ultrasound
imaging equipment.

In addition to microprocessor based

medical devices with software embedded in ROM,

there has

also been a proliferation of software written for medical
applications that are intended

to

run

on

personal

computers.
Concurrently with the increase in complex, microprocessor based equipment intended for professional use, a
wide

variety of consumer medical products has been

introduced.

Examples of consumer devices include blood

pressure monitors, pulse rate meters, digital thermometers,
and exercise machines.
In addition to the increased dependence on software in
medical

products,

microprocessor and computer based

products have opened new avenues in medical diagnosis and
treatment due to the availability of cheap computing power.
Applications that were not practical ten years ago due to
the size and cost of computers are now becoming common
through the use of microprocessor based equipment.

1.2 Rationale for Project
While most electronic products have also become more
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software dependent over the last ten years, several aspects
of medical products merit special consideration from a
software management point of view.

The most important

aspect of electro-medical devices is that they may be
directly life

supporting, or may be relied upon to provide

information that is used in the diagnosis and treatment of
the patient.
Another aspect of the medical device field,

and

particularly the "high tech" software based device field,
is the highly competitive market.

These products are not

developed under large government sponsored R & D contracts
containing contract requirements for QA provisions and
configuration control.

Instead, the products compete in a

commercial market where slight differences in pricing with
competitive products can mean commercial success or
failure.

As with many commercial products,

there is

constant pressure to keep overhead costs to a minimum.
The last aspect to be considered is the regulatory
aspect.

While medical equipment manufacturers have a high

moral obligation to provide a safe and effective product,
this is explicitly mandated by the 1976 Medical Device
Amendments to the

u.s.

Food, Drug and Cosmetic (FD&C) Act.

This law gave the U.S. Food and Drug Administration (FDA)
far reaching powers to:

* regulate medical devices, including review of safety
and efficacy data prior to marketing a device;
*inspect manufacturing facilities,

processes,
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procedures, equipment, and records; and

* recall devices that do not meet their advertised
claims or intended use.
For the purposes of this discussion, a medical device is
defined as
"an instrument, apparatus, implement, machine,
contrivance, implant, in vitro reagent, or other
similar or related article, including any component,
part or accessory, which is intended for use in the
diagnosis of disease or other conditions, or in the
cure, mitigation, treatment, or prevention of disease,
in man or other animals, .•• which does not achieve any
of its principal intended purposes through chemical
action within or on the body (27)."
FDA regulations resulting from the Medical Device
Amendments, which can have an impact on software intensive
medical devices, are as follows:

* Device Classification Regulation,

* Premarket Notification Regulation,
* Premarket Approval Regulation,
* Device Good Manufacturing Practices Regulation, and

* Device Recall Regulation.
While some of these regulations are explained in detail in
\.

~

Appe~dix A i a brief description of the more important ones

... ·-- .•...... -·--...... - ··-- .... ---- J

is presented now in order to provide some measure of the
impact these regulations may have on software intensive
medical devices.
The Medical Device Classification Regulation provides
for the classification of all medical devices into one of
three regulatory classes.

This classification is, in part,

based on the criticality of the device, with the most
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critical devices being placed in Class III and the least
critical in Class I.

Depending on the classification the

device is subject to various degrees of regulatory
activity.

Generally speaking, microprocessor based medical

devices

containing software will not be classified

differently than their predecessors providing that the use
of the microprocessor does not change the medical nature of
the device (27).
The Good Manufacturing Practices

(GMP) Regulation

requires that a Device Master Record be kept for each
device, which details, among other things, the device
specifications, quality assurance provisions, and labeling
for the device.

The GMP regulation also requires that

changes to the Device Master Record be documented and under
control.

Thus for a software intensive medical device, the

Device Master Record must contain information on the
software design specifications and revisions, as well as QA
procedures and checks dealing with the software design and
validation.
The Recall Regulation gives the FDA the authority to
require a manufacturer to recall a device that it considers
to be in violation of the FD&C Act.

This authority is

somewhat unique to medical products since similar authority
exists only with the Department of Transportation in its
ability to order recalls on automobiles, and the Consumer
Products Safety Commission in its authority to recall
hazardous consumer products.

While only two of the 176
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medical device recalls between June, 1982 and December,
1983 were linked to software errors

(24), manufacturers

have performed numerous software updates on medical
products that were either not considered recalls under the
law or were not reported to FDA.

While most software

related recalls have involved devices containing software
embedded in read only memory (ROM) , the FDA has applied the
recall regulation to software on floppy disc as well.

A

case in point was the recent recall classification of a
manufacturer's correction of a patient data management
system disc media due to the possibility of linking patient
names with the wrong records (32).
In addition to the regulatory aspects referred to
above, FDA has become keenly interested in software based
medical products due to the possibility of malfunctions or
misdiagnosis because of software errors.
the General Accounting Office

(GAO)

In August, 1981,
published a report

stating that the use of software in medical devices was
emerging as a troublesome area that required the attention
of the FDA.

GAO further referenced 78 cases of medical

device related problems where software was purportedly at
fault.

The FDA formed a task force to study this problem

and in January, 1982, reported on their findings.

While

only six of these problems were found to be directly caused
by software, the task force concluded that while software
has rarely, if ever, contributed to an identified hazard,
the potential exists

(33).

Therefore the task force
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recommended that FDA encourage quality control of medical
software at the development and maintenance level, and that
validation testing could be required prior to marketing
certain new products.
The overall impact of these regulations is that the
manufacturer must spend time and money in order to comply
with them.

If the manufacturer does not comply, the FDA

has a variety of legal remedies available,

including

banning or seizure of violative products, civil penalties
against the company, and criminal prosecution of corporate
executives.
There are several problems raised by the critical
nature, competitive market, and regulatory environment of
software intensive medical devices.

Inherent with these

critical devices is the risk of failure, which could result
in injury or loss of life, and associated liability against
the device manufacturer and user.

r~hile there have not

been any cases reported in the United States directly
involving computer related devices and medical malpractice,
it is a likely consideration for the future due to the
proliferation of these types of devices (11).

Because of

the regard for human life and the potential liability for
failure of the device to perform as intended,

it is

desirable that the software be as reliable as possible.
The desire for highly reliable software usually
entails large expenditures for documentation, testing, and
other Product Assurance functions.

These

large
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expenditures conflict with the second aspect of medical
devices that was considered: the highly competitive nature
of the marketplace, which dictates low overhead expenses.'
A second problem

in

this

regard is

that software

programmers and designers are usually under pressure to
produce the product, and don't generally consider design
documentation and extensive testing to be one of their
priorities.

"We'll go back and document it after it's up

and running",

seems to be a typical reply when schedules

get tight.
Complying with the regulatory requirements is a matter
of understanding the legal requirements and allocating the
resources to comply with them.

Again, there is a conflict

between satisfying the letter of the law and maintaining
low overhead in order to remain competitive in the
marketplace.
The Product Assurance program is responsible for
satisfying the problems associated with these aspects of
medical devices.

Through the Product Assurance functions

of Configuration Management (CM), Test and Evaluation
(T&E), Validation and Verification

(V&V),

and Quality

Assurance (QA) , the goal of maintaining low life cycle cost
while achieving reliable software and satisfying regulatory
requirements, can be achieved.
The methodology for this project in developing a
software management policy to accomplish this goal is as
follows.

Review of the Product Assurance functions of CM,
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T&E, V&V, and QA is accomplished in Chapter 2.

Chapter 3

describes how these functions can be tailored to the
somewhat unique aspects of the medical device industry, and
to certain metrics common to most software endeavors.
Chapter 4 contains the software management policy and
supporting policies and procedures developed for this
paper.

Finally, Chapter 5 presents the project summary.

1.3 Project Objectives
Since there are presently no industry standards for
medical software, and since medical software merits special
consideration due to several unique aspects, the objectives
of this project are the following.

*

A software management policy for medical devices will
be produced that specifically addresses the following
items:
1. Product Assurance functions and activities,
2. The regulatory and other unique characteristics
of medical devices, and
3. Metrics for medical software as they relate to
the Product Assurance functions and activities.

* The following set of policies and procedures will be
produced to support the software management policy:
1. Configuration Management Policy,
2. Software QA Policy, and
3. Software Problem Reporting and Tracking
Procedure.

CHAPTER 2
Product Assurance Activities

2.0 Overview
As discussed briefly in Chapter 1,

the Product

Assurance activity is generally taken to include the
functions of Configuration Management, Quality Assurance,
Verification and Validation, and Test and Evaluation.
This is a concept discussed by Bersoff, et al.

.3

(~),

and is

close to the organizational responsibility of my present
employer.

However, ~t may not be cost effective for a

small company to structure these responsibilities into a
single department.

It is of prime importance that these

functional responsibilities be defined and performed during
the

software development process,

and

that those

responsible have some degree of independence from the
software development group.
For the purposes of this paper, the Product Assurance
activity is assumed to be independent from the Product
Development activity, and to report to upper management at
the same level.

While the Product Development activity

responsibility is to design the product, the Product
Assurance activity provides a set of checks and balances on
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these activities.

This forms a communications triangle

between Product Assurance, Product Development, and upper
management as shown in Figure 2.1.
The balance of Chapter 2 describes the four Product
Assurance functions previously defined.

These functions

are described in a somewhat classical sense, rather than
from a practical point of view that might be applicable to
the medical device development environment.

Chapter 3

adapts these methods to the medical device environment.

Figure 2.1
Relationship of Product Development
and Product Assurance Functions
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It should be noted at this point that there is wide
overlap between these functional responsibilities, and in
fact,

there is wide variation in the literature as to the

meanings of these functions (12) 1•

Some sources may include

V&V responsibilities as part of the CM .function, while some
may include T&E as part of the product development
function.

Where applicable, these overlaps in respon-

sibility are pointed out.

2.1 Configuration Management
Overview.

Individually, the words "configuration" and

"management" are defined in Funk and Wagnalls Standard
College Dictionary as "the arrangement of the parts of a
thing", and "the act, art, or practice of controlling or
guiding

the

operation

or

performance

thereof".

/..-----·--->\

Configuration Management~~s generally defined as the
discipline of identifying

~ne

configuration of a system at

discrete points in time for purposes of controlling changes
to the system configuration and assuring the traceability
of the system throughout the

syste~
//__..

life cycle

(4).~.

···.\

Software Configuration Management ((SCM) ))is merely the

~

~-

extension or adaptation of CM princlP-;ls to those systems
or portions of systems comprised mainly of software.

In

short, it provides the ability to identify a definitive
version of the software product, or any of its controlled
intermediate baselines, at any point in time
A fundamental

(~ .~

concept in an evolving software
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configuration is that of a baseline.
basically a definition of the product.

A baseline is

During the software

life cycle there are several baselines or reference points
established that correspond to a particular stage in the
life cycle.

In the early life cycle stages, software

baselines are mainly documents specifying or describing the
intended software system.

Later in the life cycle, the

code and associated documents compose the baselines.
Baselines typically identified in the life cycle are the
following

(5):

Functional Baseline -

The functional baseline is a

result of the Feasibility/ Requirements Phase of the
life cycle and is basically a requirements document or
specification defining the intended requirements of
the system.
Allocated Baseline -

The allocated baseline results

from the Preliminary Design Phase of the life cycle
and allocates the system functions to hardware and
software.

The allocated baseline may produce separate

requirements documents for both the hardware and
software depending on the system complexity.
Design Baseline -

The design baseline follows

the

allocated baseline and is a direct result of the
detailed software design phase.

The design baseline

is a detailed design document occurring prior to
coding, which may employ such tools as data flow
diagrams, logic flow diagrams and others.

14
P~~~uct_Ba~~line

-

The product baseline follows

software coding and integration, and is in essence,
the prototype software configuration.

This is the

first point where actual coded software is baselined
and put under configuration control.

Additional

documents that may be controlled at this point include
test plans, procedures, and reports.
Operational Baseline -

The operational baseline

follows the Implementation Phase of the life cycle
where hardware and software are integrated to form a
working system.

The software operational baseline

defines the software entities during the service life
of the product.
These baselines are shown in relationship to the software
life cycle in Figure 2.2.
Configuration Management typically entails four
functions:
accounting

identification, control,
(4).

auditing,

and

Briefly, these functions identify the

current configuration items in the system, control the
process of changing the system configuration, audit the
current configuration for compliance with specifying
documents,

and provide an accounting of

the

system

configuration and related changes to the configuration at a
point in time.

These four functions are now explained in

more detail.

Identification.

Throughout the product life cycle,

15

Functional
Baseline
Allocated
Baseline
Design
Baseline
Product
Baseline
Operational
Baseline

Life Cycle Phase

\

......
Figure 2.2
Typical Baselines Controlled During
the Software L4fe Cycle
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these baseline documents may undergo a series of changes.
It is the purpose of the identification function of
configuration management to identify or label the various
baseline documents and any changes to them.

For purposes

of labeling, each baseline is identified as to the type of
baseline, that is, allocated baseline, product baseline,
etc., as well as to the current revision level of the
baseline.

A revision level of a baseline identifies the

original baseline as well as all changes incorporated into
it.
In addition to the identification of the software
baseline type and revision level,

the identification

function is also concerned with identifying the elemental
entities o£-the
baseline known as software configuration
-,
/ / / __ _,-

//

item$

j

( S C I s ) ./ The SCI s in a base 1 in e are r e 1 ate d in a

------------------/

-

tree-like structure.

As the life cycle progresses there is

a corresponding increase in the number of SCis.

For

example, early in the life cycle, the functional baseline
may contain only one configuration item, the product
specification.

Further on in the life cycle, the allocated

baseline may contain two configuration items under the
product specification, the hardware specification and the
software specification.

As

the detailed software

specification is developed, additional SCis may be added to
the tree under the software specification SCI.

Prior to

the Coding Phase of the life cycle, all the configuration
items are represented by

documents rather than actual
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code.

Following the design baseline, actual coding is

begun.

Control.

Configuration control provides a means of

controlling and implementing proposed changes to the system
hardware and software.

Dunn and Ullman comment that it is

not uncommon for configuration management to be regarded as
. .
f'1-8
)t;
a post development act1v1ty
,~-. .

in

the

From personal experience

non-military environment,

i t appears that

configuration control is applied to a greater extent to the
hardware portions of the system than the software.

A

personal observation is that hardware portions of the
system are generally subjected to configuration control
beginning with the functional baseline documents, while
software definition is kept loose and may not be put under
formal configuration control until after coding is well
under way.

For proper control of software development, it

is desirable that software configuration control be
implemented with the functional baseline documents and be
continued through the operational baseline into the
maintenance phase of the project.
Another reason for strong configuration control of
software is the relative ease with which code may be
modified (1:'7 \f~ •

Generally speaking, if a circuit designer

attempted to change his circuit without the approval of the
Engineering Change Board,
unnoticed.

i t would probably not go

Additional or different components would have
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to be purchased, the parts list would have to be modified,
and the circuit board would require a new layout requiring
the services of a printed circuit board designer.

Without

proper configuration control, however, a software coder can
easily change a few lines of code, and the change may go
unnoticed until some point in the life cycle when it is
found to have caused a program error.
Basically, a software configuration control program
requires written procedures for approving baseline
documents, reviewing and approving changes to released
baselines, establishing a repository for documents and
software media, and establishing a means of tracing changes
to baselines.

It requires establishment of a Change
/""'/,_..,-----

'">,,\\

Con t r o 1 Board(} CCB ~
~--·--·---------

./

}o /;:/evie:vy

Engineering Change Ordeis
.
.

and approve proposed

/.

(ECO)\I/to the sys tern.

It is

/

·.

imperative that all affected:·-d·tsts'iplines in the company are
--~-""

represented on the CCB in order that they can assess the
impact of changes to the system.

The question of whether

separate CCBs should exist for hardware and software is
difficult to answer, particularly when the §Oftware is
embedded in the hardware as read only

memor{/~~OM) .)
"'-----·>/;/'

Audits.

The subject of audits and reviews as it

relates to configuration management is also intertwined
with the Quality Assurance and V&V functions of the overall
Product Assurance discipline.

According to Bersoff, et

al., the audit function is probably the most important of

19

the four SCM functions because it closes the loop on the
whole SCM function

n

(~)~

The primary functions of software

configuration audits are to verify that the intent of each
SCI as described in a particular baseline is actually
achieved in later baselines, and to validate that the
software configuration at a particular baseline is
fulfilling the function intended of it (~Y.

In essence,

the audit function assures continuity between the various
baselines and revisions to the baselines throughout the
product life cycle.
At each of the stages in the life cycle, the audit
function may differ.

For example, at the functional

baseline the auditor is mainly concerned that the
configuration items

(Cis) correctly reflect the system

conceptual and feasibility studies.

Probably only a single

CI exists at this point, which is the system specification.
However, at the design baseline, the auditor is concerned
that the functions allocated to software in the allocated
baseline have been correctly transformed to software
design.
The audit function

is also

involved with the

configuration control function in that the auditor must
verify that the change(s) proposed in the ECO are properly
implemented in the software configuration, and that there
is a direct correspondence between the configuration items
defined in the various baselines.
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Accounting.

The accounting function of SCM is a

recording and reporting function by which the activities of
the other three SCM functions are recorded and the history
of the software life cycle is maintained

( 4).

The

accounting function can be thought of an activities log
that records data on the SCM effort, stores the data, and
reports on it.

Typically, some of the data recorded and

reported on includes: the time when each baseline and
revision carne into being, the time when each software
configuration item carne into being, descriptive information
about each SCI, descriptive information about incorporated
ECOs, results of engineering review meetings and action
items from these meetings, status of software problem
reports, the point in production where each change to an
SCI was phased

in,

the configuration tracking of

operational units in the field, and the status of field
J,

g

updates when required (6,-16) •
Depending on the degree to which it is implemented,
the accounting function can be a time consuming and costly
proposition and a large generator of paper.

The larger the

project the more costly but valuable the accounting
function becomes.

It therefore benefits management to

carefully decide on what information will be recorded and
how much paperwork will be generated.
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FDA regulations.

Subpart J of the Good Manufacturing

Practices regulation defines records that must be kept in
connection with the manufacturing of a medical device (31).
Specifically required is a Device Master Record, which,
among other things, must include a compilation of records
containing the design, formulation, and specifications for
the device.

As previously noted, the Device Master Record

must contain the signature(s) of authorized person(s) who
approved i t as well as the signature(s)

of authorized

person(s) approving any change to the document.

A Device

History Record is also required, which demonstrates that
each device or

lot of devices was

manufactured

accordance with the Device Master Record.

in

Typically found

in each Device History Record is information detailing the
particular configuration of the device(s)
manufacturing

as well as

and production test records for the

device(s).
The "identification" function of SCM could satisfy the
Device Master Record requirements for records containing
the design, formulation, and specification of the device
because:
1. SCM will identify the overall device specification
as one of the Cis in the functional baseline, and
will identify the software specification as one of
the SCis in the allocation baseline.
2. SCM will identify the software design methodology
as one of the SCis in the design baseline.
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3. SCM will identify the software "formulation" as the
SCis

comprising the

product

baseline

and

operational baseline.
The

"control" function of SCM will

ensure that

procedures exist for approving baseline documents as well
as approving changes to these documents.
The

"audit"

function

of

SCM will

satisfy FDA

requirements for demonstrating that specifications and
design documents are accurately translated into working
software.
The "accounting" function

of

SCM will

provide

information for the Device History Record indicating the
software configuration and the revision levels of the SCis
in the manufactured devices.

In addition, if a recall of a

software device ever becomes necessary, the accounting
function will identify the various software configurations
and revisions in the field, as well as their locations.
As can be seen from the previous discussion, the basic
principles of software configuration management, if
strengthened and tailored, can be used in meeting a variety
of FDA rules and regulations.

While the FDA emphasis in

the past has been mostly in the areas of systems and
hardware performance,

the FDA will most likely place

increasing emphasis on the adequacy of a manufacturer's SCM
efforts, due to the increasing use of software in medical
products.

This is evidenced by the previously referenced

GAO report of August, 1981.
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2.2 Software Quality Assurance
Overview.

There is considerable divergence of opinion

as to what quality assurance is. Much of this confusion may
stem from the interpretation of QA as an organization
versus QA as a function.

QA as an organization is probably

strongest in the military/aerospace disciplines and is
generally looked upon as the standards enforcers.
Q~allty_!~-~£~~'

In

Philip Crosby's rather unflattering

description of the term quality assurance is that it "came
into being during the first frantic missile years so a few
astute individuals could move into higher salary brackets
and at the same time be involved in more dignified work."
He further states that "they were soon peering over
shoulders, rather than making quality happen (15)."

This

is why the Product Assurance relationship described in the
beginning of this section is so important.

Product

Assurance as an organization is responsible for the quality
assurance function, and as such, should be an equal partner
with product development in assuring the overall quality of
the software, and not merely an enforcer of rules and
regulations.
Accepting QA as a functional concept rather than an
organizational concept still leads to some confusion since
companies can organize the basic functions under different
organizational entities and names in order to best suit
the i r

need s

(-l~J

(D

•

Functional definitions of quality
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assurance are found in several standards.

The ASQC

Standard for Quality Systems Terminology defines quality
assurance as "all those planned or systematic actions
necessary to provide adequate confidence that a product or
service will satisfy given needs

\\

(':l) ."

A definition more

related to software QA is found in the IEEE Standard for
Software Quality Assurance Plans: "A planned and systematic
pattern of all actions necessary to provide adequate
confidence that the item or product conforms to established
technical requirements·

(U) • "

Basically, the objective of the quality assurance
function is to define sound software development practices
1 3
and then ensure that they are followed (CQ ) .
This is
accomplished thru development of a software QA plan,
conducting of audits to verify that the plan is being
followed, and participation in technical and management
reviews.

Elements of the software quality assurance

function overlap with the other three Product Assurance
functions of CM, V&V, and T&E, and it will probably not be
possible,

or even desirable,

to keep these functions

separate in small organizations.

Software Quality Assurance Plan.

A software QA plan

describes how the QA function will support the software
development plan through reviews, audits, tests, and the
like.

As stated by Dunn and Ullman, "No one quality plan

can suffice for all types of software, all software
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producing

types

of

business,

all

development and

maintenance environments, or all management organizations

s ."

(~)

However, the elements of a formal software QA plan

are found

IE~E_S!and~rd_f~r_Sof!w~r~_Qu~lity

in the
l/

Assurance
elements

(~\) .

Referencing this standard, the following

should be detailed in the Software Quality

Assurance Plan:
Management,
Documentation,
Standards, Practices, and Conventions,
Reviews and Audits,
Configuration Management,
Problem Reporting and Corrective Action,
Tools, Techniques, and Methodologies,
Code Control,
Media Control,
Supplier Control, and
Records Collection, Maintenance, and Retention.
These items are now covered in more detail.
Management -

This element deals with defining the

organizational structure, tasks associated with the life
cycle, and responsibilities for accomplishing those tasks.
Of prime importance is that the software quality assurance
function have organizational independence from the product
development function.
Documentation -

This element deals with identifying
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the documentation required during the software life cycle.
Specifically required are the following:
,c-'"·-·

S~i_t~~r~_Reguir~m~n t~_§.Ee _£ii_i cat i on=._J..s RSJ~}) As
··------·-----··

.

/

described in the section on Configuration Mana§~ment,
this document is a result of the Preliminary Design
Phase of the life cycle and forms the Allocated
Baseline for the software.

The requirements must be

such that their achievement is verifiable.
Software Design DescriptioJ). (SDD):

}~is

described in the

}'

,·'

',

Configuration Management'sectlon,

this document

results from the Detailed Design Phase of the life
cycle and forms the Design Baselinefot, the software.
!

'\/

S~ft~ar~_Verii_ic~tio!!__R_laQ~.(.§_VP,L:l This document
---~---·~~.,___..

describes the methodology used to verify that the
requirements in the SRS are implemented in the design
described in the SDD, that the design described in the
SDD is implemented in the code, and that the code,
when executed, meets the requirements of the SRS.
Software Verification Report: This document describes
the results achieved through execution of the SVP, as
well as the results of all reviews, audits, and tests
required by the plan.
Standards, Practices, and Conventions identifies the standards,

This element

practices, and conventions

applied during the life cycle, as well as the methodology
used to monitor compliance.

This subject is considered

beyond the scope of this paper and will not be dealt with
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in any further detail.
Reviews and Audits -

This element identifies the

technical and managerial reviews and audits conducted
during the life cycle, as well as the methodology for
accomplishing this task.

Typical reviews held during the

life cycle include the following:
·,

/.

System Requirements Revie..W' (SRR().j. The SRR is held to
/·-.~:-::.:/

\

review the adequacy of theSystem Requirements
document or specification developed during the
feasibility/ requirements

st~age

Preliminary Design Review (PDR)
··,,_ ..

_of the life cycle.
.,__

___ / · · ' .

- .,

.-·

--

~)The

PDR is held to

/'..,,.~/~

review the adequacy of the p:r,:wrirninary software design
document developed during the Preliminary Design Phase
of the life cycle.

Since the preliminary design phase

allocates the system requirements to software and
hardware, a common PDR could be held to review both
hardware and software allocations if the size of the
project warranted it.
Critical Design Revie~ (CDR)A- The CDR is held to
/;/

review the acceptability/c;"f the detailed software
design resulting from the Detailed Design Phase of the
life cycle.

,/''

-~/

"'\

Final Design Review/ (FDR)\)/- The FDR is the final
\.

r evi ew pr i

0

r

t

0

,./

r'e··le·-c{s i n g

t he

pr

0

duct

t

0

the

Operational/ Maintenance Phase of the life cycle.
Configuration Management

-

The configuration
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management aspects have been previously discussed in this
paper.
Problem Reporting and Corrective Action -

This

element of the plan defines the methodology for reporting,
tracking, and resolving software problems.

The requirement

for tracking software errors and anomalies extends from the
Integration Phase through the Maintenance Phase, and may
involve reports initiated by design personnel,

test

personnel, and customers.
Tools, Techniques, and Methodologies -

This element

of the QA Plan identifies special tools, techniques, and
methodologies employed in the Quality Assurance effort.
Other -

The remaining items in the IEEE Standard are

Code Control, Media Control, Supplier Control, and Records
Collection, Maintenance, and Retention; they are generally
covered

in

the

Configuration Management plans and

procedures.

Audits.

The Quality Assurance function is responsible

for conducting periodic audits to confirm that the Software
QA plan is being adhered to.

In addition, some classical

audit responsibilities such as the Functional

C?~figuration

1

Audit /{FCA) )and Physical Configuration Aud(t (PCA)~ \ishould
~. ............---~----1'····...
~-//
be described here. The FCA is intended to veri"fy-·'that the
requirements defined in the requirements specification are
accurately reflected in the software configuration items.
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The

PCA

is

intended

to verify

that

the

software

configuration items and associated documents are internally
consistent and complete, and are ready for delivery to the
customer.

These two audits occur prior to the Operational

Phase of the life cycle, and are shown in the QA software
life cycle functional responsibilities in Figure 2.3.

Reviews.
plan,

As previously described in the software QA

the QA function is represented at the various

technical design reviews noted in Figure 2.3.

The QA role

at these reviews is to examine the design for completeness,
quality requirements, and adherence to standards such as
l<,L

coding standards or design methodology standards

(~).

In

addition, the QA function is also responsible for reviewing
various documents associated with the software in order to
ensure consistency and completeness.

These documents

include requirements specifications, design documents, test
plans, and user's manuals.

Software Quality Assurance and the FDA.
'

The Good

!

Manufacturing Pradtices regulation requires that a Quality
Assurance program
medical devices.

b~

in force in order to manufacture

However,

this applies mainly to the

manufacturing aspects of'a product and it remains to be see
what direct impact i t may have on the development of
medical software products.
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Figure 2.3
Typical Quality Assurance Functions
During the Software Life Cycle
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2.3 Software Verification and Validation
Overview.

Verification and Validation

(V&V)

activities occur throughout the product life cycle.

As

with QA, there is divergence of opinion in the literature
as to the definition of verification and validation.
Generally speaking, verification activities establish the
correspondence between the products of a given phase in the
life cycle and the requirements of the previous phase.
This provides a means of relating intermediate software
products back to the defining document.

Validation ensures

that the deliverable software product meets the software
requirements, and thereby establishes the fitness of the
product for

its intended use.

In short, verification

answers the question "Are we building the product right?",
while validation answers the question "Are we building the
right product? ('1-)1'$''
Generally, V&V activities occur during each phase of
the life cycle as shown in Figure 2.4.

The types of V&V

activities that occur during each phase are now described,
as well as general V&V methodology.

Feasibility/Requirements Phase V&V.

Probably one of

the most important V&V activities takes place during the
Feasibility/ Requirements Phase of the life cycle.

While a

goal of V&V is to detect errors and inconsistencies in the
software and supporting documents, this activity has its
largest cost benefit early in the life cycle.

Studies by

32

Functional
Baseline
Validation
Allocated
Baseline
Verification
Design
Baseline
Verification
Product
Baseline
Verification
Operational
Baseline
Verification

/Revalidation

I

Feas~bility/
Requ1rements

Coding and Implementation Maintenance!
Integration
Life Cycle Phase

Figure 2.4
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During the Software Life Cycle
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Boehm and others indicate that by correcting problems at
this stage, a cost savings of up to 100:1 can occur on
large projects versus

the cost of discovering and

correcting these problems later in the life cycle

IC

~).

Even with small projects where the cost savings may only be
4:1, there is still sufficient incentive to discover and
correct errors at the earliest possible opportunity.

There

is nothing more demoralizing to the development staff than
discovering during the Implementation Phase that the basic
specification on which their software design was based did
not accurately reflect the marketing requirement document.
As noted by Goodenough and McGowan,

"If a program is

correct with respect to an inadequate specification, its
correctness is of little value ( 2--3) \n~
An example of an inadequate specification on a
software embedded cardiac monitor occurred several years
ago, and was one of the examples of medical software
problems in the previously referenced GAO report.

Although

the monitor complied with the product specification,
certain abnormal cardiac waveforms were not taken into
account in the specification.

The typical user, however,

expected this type of machine to respond to these waveforms
with an alarm.

In addition, the specification stated that

the monitor would only perform a heart rate calculation on
waveforms up to a rate of 230 beats per minute, but did not
treat the boundary condition of rates over this value.

The

result was that rates over this value were divided in half,

~

.
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and instead of alarming on a high rate condition of 240
beats per minute, the monitor simply displayed 120.

When

the manufacturer realized the implications of these design
decisions, over 1200 units had already been distributed.
These units were subsequently modified in the field at a
cost estimated in excess of $100,000, and also resulted in
adverse publicity due to listing on the FDA recall list.
While no injuries were noted in connection with this
problem, the obvious observation is that the incompleteness
of the specification would have cost far less to correct in
the Feasibility/ Requirements Phase than in the Maintenance
Phase.
Some basic V&V criteria are that the requirements and
design specifications be complete, consistent, and testable
~v·

~)

.

Some techniques for verifying requirements and design

specifications include simple manual techniques such as
reviews, checklists, and operating scenarios.

Automated

methods include the use of machine analyzable specification
languages such as PDL, Program Design Language, and
mathematical checkers.

Preliminary Design Phase V&V.

Verification activities

during the Preliminary Design Phase are intended to show
the direct correlation between the defining documents and
the top level design.

Again, completeness and consistency

are looked for in the design.

Completeness is satisfied if

all requirements of the specification have been implemented

35
in the design and

there are no design oversights.

Consistency is satisfied if the algorithms utilized are a
correct and adequate implementation of the specifications.
Techniques for verifying the design include manual
methods such as design reviews and checklists.
complex methods

More

include proofs of correctness and

mathematical checkers.

Detailed Design Phase V&V.

Verification activities

during the Detailed Design Phase are similar to those in
the Preliminary Design Phase, and are intended to show the
direct correlation between the detailed design and the top
level design documents.

Completeness and consistency are

again checked by utilizing the same techniques previously
discussed.
An example of inadequate design verification, which
resulted in the recall of the software for a patient
database management system, occurred recently.

After 35

units were released to customers, it was discovered that
requests for information by patient name were sometimes
matched to the wrong patient records (32).

While the cost

of replacing these 35 program discs was considerably less
than the cost of the previously discussed recall of cardiac
monitoring equipment, the cost and adverse publicity might
have been by avoided by more thorough verification at the
design and detailed design levels.
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Implementation Phase V&V.

V&V activities during the

Implementation Phase are intended to demonstrate that the
software, as implemented, complies with the requirements in
the specification as well as intermediate documents.
Techniques utilized during this phase include checklists,
structured walkthroughs, and testing.

Testing can be

implemented using tools such as test drivers, test data
generators, and test coverage analyzers.

Maintenance Phase V&V.

During the Maintenance Phase

the software may be modified for various reasons including
correction of errors, improvements, and customer requested
changes.

V&V activities include verification that the

software meets the modified requirements, and validation
that the software meets the customer requirements.

V&V

during this phase may include the techniques previously
discussed in other phases.

V&V and the FDA.

Software validation testing was a

technique that FDA stated they would encourage when
responding to the GAO report previously referred to.

Thus

we can probably expect' an increased emphasis on V&V
techniques by FDA as a prierequisi te to marketing certain
critical software products.
An item requiring'verification by FDA that is not
normally covered in conventional V&V programs is product
labeling.

Labeling in the fRA context covers any written
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material supplied on or with the product such as operator's
manuals, as well as advertising material pertaining to the
product.

It is against the FD&C Act to provide false or

misleading advertising on a medical product, and violations
can result in an FDA recall of the offending product.

It

is therefore of particular importance to a manufacturer of
software embedded medical products that all advertising
material be subjected to V&V activities.

This will ensure

that advertising claims correspond to the product
specification, and that claims can be substantiated by
testing or other means.
Operators manual are required by FDA to provide
sufficient instructions for proper operation of the device
by the intended user.

Thus,

there may be a distinct

difference in the level of operating instructions depending
on whether the product is intended to be used by the
general public or by a trained health care professional.
In addition,

labeling is required to point out any

cautions, hazards, or contraindications associated with the
use of the product.

The manufacturer would be wise to

review and verify that the operator's manual provides
proper directions for use as well as indicating any
potential hazards associated with the product.

Therefore,

verification of all labeling should be added to the life
cycle activities for the V&V function.
FDA also requires that manufacturers maintain a
historical file of product labeling containing copies of
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all product labeling released to the public.

In addition

to V&V activities associated with product labeling, this
requirement also indicates the necessity of placing
labeling under configuration control.

2.4 Test and Evaluation
Overview.
method,

Test and Evaluation can be viewed as a V&V

since one of the purposes of testing

demonstrate
specification.

that

the

software

performs

is

to

to the

Actually, one can say that testing is

conducted to exercise the program code for the purpose of
finding errors and demonstrating that the program does not
meet its requirements.

Unless it can be shown that the

test program has exercised every combination of program
paths, testing only demonstrates that no errors were found
and not that no errors exist.
While testing by the Product Development organization
occurs through the Coding, Integration, Implementation, and
Maintenance Phases, this section will only cover testing
performed by

the Product Assurance organization.

Independent testing performed by Product Assurance is
generally limited to Acceptance or Qualification Testing
performed during the Implementation Phase, as well as
requalification of software due to modifications during the
Maintenance Phase.

The typical T&E functions during the

life cycle are illustrated in Figure 2.5.

The types of

testing and test objectives of Acceptance Testing are
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described below.

Types of Testing.

Testing can be defined in terms of

"black box" testing and "white box" testing.

In black box

testing the test person treats the software like a black
box,

that is,

the tester knows the domain of the input

values to the program, the function of the program, and the
range of output values expected, but does not know the
inner workings of the program function.

The test program

is based solely on the requirements in the specifications
and requirements documents, and test cases are selected to
verify that the program provides the expected mapping of
output values over the domain of input values expected.
This type of testing can be defined early in the life cycle
after the Feasibility/Requirements
However,

~phase

is completed.

this type of testing cannot ensure program

correctness unless the program is exhaustively tested over
the domain of program inputs.
As the design matures, the tester can add white box
tests to the test plan.

In white box testing, the tester

has knowledge of the internal program structure in order
that tests can be devised that exercise particular program
paths and functions.

Thus, after the Detailed Design Phase

is completed, the tester can add specific test requirements
to the Acceptance Test Plan in order to test specific
program paths and functions described in the detailed
design.

This type of testing cannot verify program

0 '
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During the Software Life Cycle
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correctness either unless the program is tested over all
path combinations.

Testing Objectives.

The general objective of testing

and evaluation of software is to find program errors that
have not been detected and removed in previous life cycle
stages.

Acceptance Testing is intended to demonstrate that

the program meets the requirements of the Acceptance Test
Plan before delivery to customers.

Acceptance Testing is

the final testing before release of the product, and should
be a mere formality.

Problems occur when a manufacturer

attempts to use Acceptance Testing as a means of finding
the errors in a

program while having done little in

previous life cycle stages to detect errors through the
other Product Assurance functions previously defined, and
through development testing.

As previously discussed, it

becomes very expensive to correct errors at this stage
which should have been located and corrected in an earlier
life cycle stage.
Testing can generally not be counted on as a means of
verifying program correctness unless test cases have been
derived to test all combinations of program paths.

This is

generally not feasible, even in small programs.

In a

classic example by Boehm described in Deutsch, a flow chart
consisting of only two loop structures and several branch
structures within the loops, can have a number of possible
paths on the order of ten to the twentieth power

(17).
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This would take an inordinate amount of computer time to
test, if in fact anyone really wanted to.

Even if all

paths were tested it would still not verify correctness
since the program could have missing or erroneous control
paths that would not be evident from exhaustive path
testing.
Program domains are generally so large that exhaustive
testing is neither feasible or desirable.

The goal of

testing is therefore to reduce the exhaustive test process
to a set of test cases that are a subset of the domain and
which exercise specific functions of the program

('"9,)

~

While this program is not a treatise on program testing,
guidelines from Branstad, Cherniavsky, and Adrion indicate
the following three criteria in selecting test cases:
1. The test data should reflect special properties of
the domain such as the extremities, ordering
properties, or special values such as zero,
2. The test data should reflect special properties of
the function that the program is supposed to
implement, and
3. The test data should exercise the program in a
particular manner, such as causing all branches to
be executed (~l~
In addition to these criteria, the selection of test
data should also verify the robustness of the program, that
is, the ability of the program to handle erroneous input
data that is not within the input domain.

While this may

£.
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also require exhaustive testing, an experienced software
test engineer should be able to develop a set of test cases
based on experience that represents the most likely user or
data input errors.

While a program may satisfy the

specification, it may not be suitable for use if the
program is presented with inputs outside the expected
domain that cause results which are unacceptable to the
user (2-3 )\ :~
Given that an Acceptance Test Plan is properly written
and executed,

the following results can be achieved

according to Fujii:
1. Operation of each software function under nominal
conditions,
2. Operation of the integrated program under nominal
conditions,
3. Compliance of the program with specification
requirements, and
4. Discovery of most obvious errors

Testing Tools.

\1-9-)

.17

Tools available to assist the software

test engineer include test data generators, test drivers,
and test coverage analyzers.

Briefly, test data generators

generate a random or programmed series of input test cases
from the input domain, while test drivers conduct a
programmed series of test cases on the program and compare
the output results to the expected results.

Test drivers

are particularly useful for conducting regression testing

44

where the same test case sequences may be repeated many
times.

Test coverage analyzers analyze the program paths

utilized during the test program so that an indication of
the percentage of possible paths tested can be determined.
As is the case with most tools, these are expensive to
implement, take time to program,

and may not be cost

effective for smaller programs and small development
companies.

An adage by Glass, which is worth remembering,

is "Tools canno,t substitute for talent (2"2---)

T&E and the FDA.
FDA may ask for

dr

While not specifically required, the

test data on medical devices prior to
)

allowing them to be marketed.

.This is particularly true

for critical medical devices where questions of accuracy
are involved.

In

ad~ition,

certain devices may require

testing in a clinical environment if adequate test cases
for the input domain cannot be achieved under laboratory
conditions.

The FDA has also indicated in their response

to the previously referenced GAO report on medical software
problems, that validation testing may be required prior to
marketing certain new products.

CHAPTER 3
Implementation of Product Assurance Functions

3.0

Overview
Chapter 3 discusses the adaptation of the Product

Assurance

functions

requirements of a
project.

discussed in Chapter 2 to the

software intensive medical device

Also discussed are examples of medical software

from which certain metrics are derived that also affect the
Product Assurance functions.

3.1 Metrics Affecting the Product Assurance Functions
In determining metrics that will affect the level of
Product Assurance efforts for a particular project, it is
helpful to review two representative examples of medical
software.

The first example describes a relatively simple

example of a plug-in module for a patient monitor that
produces a trend display of a single parameter.

The second

describes another plug-in module for a patient monitor, but
this one performs an arrhythmia analysis on the patient's
electrocardiogram

(ECG),

and is far more complex by

comparison.
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Exam£!~_!·

The patient monitor contains a trend

module that provides a trend display of one of
parameters being monitored.

the

The module utilizes a

Fairchild 800 microprocessor to control the sampling,
storing, and displaying of data from a selected parameter
such as heart rate, respiration rate, or mean arterial
pressure.

The program contains less than 1000 lines of

assembly language instructions, and allows the user to
select a trend time of 24 or 48 hours via a front panel
control.

The program then samples the selected parameter

value at fixed time intervals, converts the sampled value
to binary, stores the value, and displays the data point on
the CRT display.

Over the selected time period, a plot is

produced in the horizontal direction showing the relative
value of the

parameter on the vertical axis.

In addition,

a cursor is provided that can be moved horizontally along
the trend curve in order to display the instantaneous
numeric value of the parameter.
Based on personal experience, some observations about
this program are as follows.

*

The program size is

small in all respects.

It

required only one programmer, less than 1000 lines of
source code, and approximately two months to complete.

*

The algorithm is simple and straightforward.

*

The device does not provide primary diagnostic
information and is not relied on to alert users to

0 .
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possible life threatening conditions. It can therefore
be considered as a non-critical device.

*

Proper operation of the device can be verified by
checking the control functions,

and verifying proper

trending of information using simulated input signals.

Example 2.

The patient monitor contains a module that

performs an arrhythmia analysis on the patient's ECG and
provides warning of certain premonitory events that could
be life threatening.

The program is hosted on a Z80 based

microprocessor and utilizes about 48K bytes of ROM.
The program learns the patient's

dominant ECG

waveform, and stores the waveform for comparison.

Each

beat is then compared to the dominant to determine if the
beat is morphologically different, or if the beat-to-beat
interval indicates the beat is premature.
beats are stored for future comparison.

The abnormal
New beats are

compared to the dominant and abnormal beat classes for a
match, and a count is kept of the frequency of occurrence
of each class of beats.
Sequential premature abnormal beats may be an early
warning of a serious situation that should be treated.
Therefore this condition generates an alarm to attending
personnel and results in the storage of this event in a
Couplet class (two successive premature abnormal beats),
Triplet class

(three successive premature abnormal beats),

or Run class (more than three successive premature abnormal
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beats).
The program also detects and stores other events such
as asystole

(cessation of heart action), ventricular

tachycardia (a series of very premature normal beats), and
ventricular

fibrillation

(a

series of

spasmodic

contractions of the heart) , and generates an appropriate
alarm.

Using the front panel controls, the operator may

recall and display the different classes of waveforms,
disable or delete classes in memory, and merge together
classes of waveforms in memory.
Based on personal experience, some observations about
this program are as follows.

*

The program is fairly large compared to the previous
example.

It required a team of six programmers,

including a lead programmer, approximately 20 months
to complete 18,000 lines of Pascal and assembly code.

*
*

The program operates in real time.
The algorithms for performing the arrhythmia analysis
are complex in nature and in some cases were developed
and refined by an iterative process.

*

The program is relied upon to detect and alarm on
potentially life threatening events.

*

The product required considerable testing to validate
the algorithms and to verify proper operation.

Some

functional testing could be performed thru black box
testing using simulated waveforms.

However, the bulk

of the testing to validate the accuracy of the device
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involved using a database of taped waveforms developed
by the Massachusetts Institute of Technology and the
American Heart Association,

as well as clinical

testing on patients.

*

The program developed for this product may be adapted
and modified for future patient monitoring products.

*

In the regulatory arena, arrhythmia detection devices
are considered critical and life supporting by the
Food and Drug Administration

(FDA),

U~S

and hence

subjected to stricter regulatory controls.
These two examples demonstrate the diversity of
software controlled medical devices.

The Product Assurance

activities for these two devices would vary considerably
during the life cycle, but these activities should have a
common basis in company plans and procedures.

One of the

purposes of this project is to determine measures for some
of the differing characteristics or qualities observed
above, and to use these to develop a graded set of Product
Assurance procedures that are applicable to a wide range of
medical software projects.

Studying the examples above,

metrics might be defined for the following qualities:
This is probably the most
important measure of

a medical device,

and is

analogous to similar heavily regulated commercial
areas

such as nuclear power plants,

commercial

aircraft, and air traffic control systems.

It is

reasonable to assume that more critical products
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should be subjected to tighter Product Assurance
controls.

As was explained in the background section,

FDA regulations classify most existing medical devices
into one of three categories.

One factor that is

heavily weighted in the classification scheme is the
criticality of the device, that is, whether the device
is life sustaining or life supporting.

In addition,

the Good Manufacturing Practices regulation defines a
critical device as "a device which is intended to
support or sustain life and whose failure to perform
when properly used in accordance with its instructions
can be reasonably expected to result in a significant
injury to the user".

(31)

Thus, for the purpose of

determining criticality, this definition and the FDA
classification will be used, thereby allowing all
software products to be classified either as critical
or noncritical products
Real time operation.

The determination of whether a

device operates in real time or not is fairly easy to
make.

This is an important measure for medical

devices since a real time device is more likely to be
used in a life support situation or where real time
diagnostic information is being utilized to support
critical decisions in treatment by attending medical
personnel.

However, the overall importance of real

time operation may already be taken into account when
judging the overall criticality of the device.

The
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real

time

operation will

be mainly

considered in designing the Product Assurance test and
evaluation methodology.
Project size can be estimated in
several ways: by the number of personnel involved in
the project, by the scheduled length of the project,
and by the number of lines of code (source or object).
References on the subject indicate that size of
project is generally best estimated by lines of code
(2,7), and that project length and number of personnel
are dependent on the estimated lines of code.

The

effort expended on a project for the Product Assurance
functions can therefore be related to lines of source
code.

Rather than having a continuous distribution of

project sizes, projects will be divided into the
following three size categories:
1. small programs containing 2K lines or less,
2. medium programs containing 2K to 32K lines, and
3. large programs containing over 32K lines.
These breakdowns appear reasonable based on experience
with medical software, and also approximate those in
the COCOMO cost model
Complexity.

(7).

The purpose of this metric is to indicate

a level of complexity that can be used in determining
the level of Product Assurance effort that will be
applied to a

particular software project.

Most
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complexity measures, such as McCabe's graph-theoretic
measure, are applied after development and are used as
a measure of project stability, testability, creative
difficulty, and modifiability
complexity of

(28).

Predicting the

code or algorithms during

the

feasibility or planning stages of the life cycle
appears to be a matter of

informed

judgement.

However, an attempt should be made to classify the
product as either complex or non-complex;

such

classification could help determine the Product
Assurance effort from a V&V aspect.
Testability.

Testability impacts the QA effort at

several points in the life cycle.

The specification

developed during the feasibility and requirements
analysis stages must be verifiable.

Secondly,

validation of the algorithms developed must be
possible.

Finally, it must be determined whether

evaluation in a clinical environment is required in
order

to verify

the

efficacy

of

the

device.

Testability is a general requirement in all good
software design methodology, and will be treated as
such in this project.

In other words, testability

will considered as a V&V function during the product
development, and if clinical testing is deemed
necessary in order to properly validate the algorithms
or verify the design, then the requirement will be
written into the overall QA plan for the product.

°
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Intended User.

User classes may be defined as the

general public or trained medical personnel.

No

assumption can be made that either user class has any
computer or software familiarity.

However the user

class has an impact on the software design as well as
on the level of documentation supplied with the
device.

Again, this is a problem that is not unique

to medical software.

Hence, this should be a general

consideration in the Requirements Document and
Acceptance Test Plan for the product, and should also
be reflected when reviewing documents

such as

specifications, design documents, operator manuals,
and advertising.
Estimated Device Population.

The estimated number of

devices on the market may influence the QA/CM effort
due to the possible cost of updating products in the
field during product recalls.

This is addressed in

the next paragraph because the overall cost is also
related to the type of software media utilized.
Type of Software Media.

The type of software media

has an impact on modifying the

product in the

manufacturing facility as well as modifying the
customer's product in the field.

The cost of

modifying the software can vary from exchanging floppy
discs by mail, to replacing ROMS on printed circuit
boards at the customer site.

Coupled with the

(.\

'

54

estimated device population, the cost of updating or
recalling software can have a large cost impact on the
overall cost of the product.

It may be desirable to

put more money into the Product Assurance effort in
hopes of avoiding these problems later in the life
cycle.

This will be an upper management decision,

which is taken into account in the program management
plan, and will not be considered separately in this
project.

However, the type of software media will

affect the CM effort and must be taken into account in
the overall Configuration Management plans and
procedures.

3.2

Configuration Management Implementation
Organization and responsibilities.

The organization

by Bersoff, et al., discussed in Chapter 2 describes CM as
a function of the Product Assurance organization.
some CM responsibilities,

While

particularly audit, may be

Product Assurance activities, the main responsibilities of
identification, control, and accounting typically are not.
In many organizations,

including some medical device

companies, the identification and control responsibilities
for hardware are assigned to a support group known as
document control or configuration control.

With little or

no modification, this group's responsibilities can also
include software identification, control, and accounting,
while the remaining CM responsibility of audit can be
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assigned

to

Product

Assurance's

QA

function.

representation of the Product Development,

A

Product

Assurance relation in Figure 2.1, which better describes
the CM function is shown in Figure 3.1.

Figure 3.1
Relationship of Configuration Management
Function to the Product Development
and Product Assurance Activities
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The first step in placing the software aspects of
medical devices under configuration management is to
determine which baselines will be controlled and how they
will be identified.

The baselines described in Chapter 2

include the functional, allocated, design, product, and
operational baselines.

Generally speaking, the first three

are documents describing the product specification,
software specification, and software top level design.

The

product baseline is the as-produced software design and may
be in the form of source code listings.

The operational

baseline is the fully implemented software and may be in
the form of Read Only Memory

(ROM) for hardware embedded

systems, or some other software media such as floppy disc
or tape.
The documents can be controlled and identified the
same as hardware documents such as fabrication drawings,
parts lists,

test procedures,

and

specifications.

Generally, the document is released through approval of the
Change Control Board (CCB), given a unique document number,
and assigned an initial revision level.

For any sub-

sequent change to the document, the change is proposed to
the CCB on a Change Order form.

If approved by the board,

the Change Order becomes a part of the basic document, and
both documents together form the next higher revision level
to the base document.

Eventually, the modification noted

in the approved Change Order will be incorporated in the
base document,

but the Change Order still serves to
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identify the accounting responsibilities of what was
changed, when it was changed, and what the effectivity of
the change was.
A problem with placing software under control of an
existing hardware oriented CCB is that the CCB may not have
the expertise to review software changes.

Secondly, some

of the usual CCB participants, such as manufacturing and
purchasing, may have little interest in software changes.
Depending on the size and product mix of the company,
consideration should be given to a separate CCB for
reviewing changes to software documents.
Placing the Operational Baseline under configuration
control involves identification, storage, control, and
duplication of program media.

In a similar manner to

documentation, the software media can be released through
approval of the CCB.

A unique part number can be assigned,

as well as version and revision identifications.

An

example of an identification method presently in use for
hardware assemblies, which could be adapted to software
media,

is

to

issue a

unique part number for each

operational baseline and a suffix number for the version.
A revision level is also associated with each part number,
and each time the baseline is changed via Change Order, the
revision level is incremented.

Thus a floppy disc or ROM

could be issued a unique part number of 405110-001C
indicating that the base part number is 405110, the version
is 001, and it is the "C" revision.

The version number
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could also identify ROMs within a ROM set when the program
is mapped across several ROMs.

In the case where a single

program is mapped into a three ROM set, the three ROMs
could be identified as 405110-001C,

405110-002C, and

405110-003C respectively.
Also included with the software media release is
information for duplication of the media.

For Programmable

ROM (PROM) , this information could include part numbers of
acceptable blank PROMs, instructions for duplication such
as settings and instructions for the PROM duplicator, and
verification information such as checksums.

Similar

information would also be required for disc and tape media.
A minor difference in control of software media versus
documents is that the software media cannot be directly
updated or modified by a Change Order.

The Change Order

must include revised software media copies which will
replace the previous revision in document control.

The

older revisions are then kept in a history file.
The subject of CM for Design Baselines and Product
Baselines was deliberately passed over because this area
requires a more complicated treatment.

Strict control of

these documents and source listing is a very expensive and
time consuming operation.

In addition, there is resistance

by programmers to devoting the necessary time to release
and change these baselines by a formal change control
system.
Since low overhead is one of the objectives of this
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project, and realizing that the increased overhead for
formal control of these baselines may not be cost
effective, one may opt for a two tiered approach to CM.
Definition documents such as product specifications,
software specifications, and human interface specifications
should be formally controlled since several departments are
affected by these documents and there must be sufficient
visibility of any proposed changes to these documents.

If

Product Development wants to reduce or eliminate a certain
feature found to be technically impractical in the design
phase, Marketing and Clinical Affairs must assess the
impact of the change, Product Assurance must revise the
Acceptance Test Plan, and Publications may have to modify
preliminary operators manuals and advertising literature.
Similarly, the Operational Baseline must be formally
controlled because it impacts manufacturing operations,
test operations, Product Assurance V&V activities, and
Customer Service operations.

However,

the Design and

Product baselines are generally contained within the
Product Development Function and a less formalized approach
to controlling these documents is probably warranted.
A technique known as the "project notebook"

(10) or

"working design manual" (21) can be used as a somewhat less
formal means of maintaining and distributing project design
documents and information to the project design team.
Documents in these manuals or notebooks include schedules,
objectives, standards, external specifications, internal

~1

'
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specifications, and administrative memoranda pertaining to
the project

(10).

As documents are changed or new

documents written, they are distributed to manual owners.
Thus, project personnel have current design information
during the product life cycle, and the manual serves as a
diary of design decisions and methodology that may be
referred to during maintenance activities.
Utilizing this somewhat informal approach also means
that

intermediate software configuration items are

identified and controlled by the Product Development group.
This is somewhat analogous to the preliminary hardware
design where preliminary part lists, assembly drawings, and
electrical schematics are controlled within the Product
Development group until a prototype baseline release is
made.

Depending on the project size, a software librarian

function may be introduced to identify and control software
modules and software configuration items within the Product
Development Group.
CM aspects of medical devices.

So far, the CM efforts

described could be applicable to a wide variety of software
development environments.

In reviewing the application to

medical software, the unique aspects of medical software
discussed in Chapter 1, as well as the metrics discussed in
this chapter will be considered.
The FDA's Good Manufacturing

Practices

(GMP)

regulation requires that a device master record be kept
which contains the device specification.

The device record

'
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must be signed and dated by an authorized individual and
any subsequent revision must also be approved by authorized
individual (31).

The previously described system of change

control for software would satisfy these requirements for
software based medical devices.
Other FDA regulations require that a historic file of
labeling be maintained

(29).

Labeling generally includes

advertising material and operating instructions for the
device.

Subjecting this material to the change control

methods

previously described would

requirement,

satisfy

this

as well as ensuring that all responsible

parties approve of changes to these documents.

The final

CM policy will therefore cover product labeling.
Of the metrics previously discussed, the only ones
that appear to affect the CM effort are the type of
software media and the size of the project.

The type of

media affects the CM effort since provision must be made
for controlling, storing, and duplicating the particular
media.

The size of the project may dictate additional

manpower to control intermediate software configuration
items during software design and development.

These items

are part of the normal overhead costs for CM and Product
Development, and should not affect the Product Assurance
efforts in regard to configuration management.

Software

products will be subjected to the same configuration
controls

regardless

of complexity or criticality.

Therefore, the Software Configuration Management Policy
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will be a standard policy applicable to all software
projects.
In summary, the CM function will be accomplished
through a support function responsible for configuration
control, through the Product Development function,
through the Product Assurance function.

and

The configuration

control function will be responsible for identifying and
controlling software baselines and labeling material
released and modified by Change Order documents.

The

configuration control function will also be responsible for
storing these items and maintaining a historic record that
accounts for when the item revision came into being, what
the revision was, and what the effectivity of the revision
was.

The Product Development function will be responsible

for identifying and controlling design and product baseline
materials through working design manuals and program
librarians.

The Product Assurance function will have

responsibility for auditing and verifying software
baselines and labeling materials, and for accounting of
operational baseline configurations after release to
customers.

Figure 3.2 illustrates the division of

responsibility for CM,

but is not intended to show the

relative effort for each activity.

Figure 3.3 shows the

software baselines controlled by the Configuration
Management function during the life cycle.

The actual

Configuration Management Policy delegating these
responsibilities is described in Chapter 4.
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PA - Product Assurance Responsibility
PD - Product Development Responsibility
CC - Configuration Control Responsibility

Figure 3.2
Responsibility for Configuration Management

64

Product
Specification
Software
Specification
(Design
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(Product
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(Items in Parenthesis Controlled by Product Development)

Figure 3.3
Items Controlled by Configuration Management
Function During the Software Life Cycle
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3.3

Quality Assurance Implementation
As

noted

in

Chapter

2,

Quality Assurance

is

responsible for producing a Software Quality Assurance
(SQA)

Plan for each project,

providing certain audit

functions, and participating in engineering and management
reviews.

In addition, part of the CM accounting function

is an SQA responsibility.

SQA Plan responsibilities.

The SQA Plan is due at the

end of the Feasibility/ Requirements Phase, and will be
presented at the SRR design review.

The SQA Plan will

follow the general plan outlined in Chapter 2, and will
define the following basic items:
Identification of functional responsibilities,
Documentation required,
Applicable standards, practices, and conventions,
Reviews and audits required, and
Problem reporting and tracking methods.
The SQA Plan will be flexible in that it will allow for
differences in project complexity, criticality, and size.
For example,

small projects probably do not require

separate design reviews for both hardware and software.
addition,

design of

In

critical products may require

additional reviews and additional documentation such as
human interface requirements and clinical test plans.

It

will be the responsibility of the Software Quality
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Assurance function to define these item in the SQA Plan
early in the life cycle.

Audit responsibilities.

SQA's main responsibility

during the life cycle is to audit that the SQA Plan is
being followed,

and that any required standards and

conventions are being adhered to.

CM accounting responsibilities.

As previously noted

during the discussion of configuration management, Quality
Assurance is responsible for that part of the CM accounting
function that identifies the software configurations
released to customers.

Since the Good Manufacturing

Practices regulation requires that a Device History Record
be kept for each device or device lot, this is a convenient
place to record the software revision levels contained in
each device.

Thus, accountability will be provided for

software revision levels in the field, and units can be
identified for updates or recalls if the need should arise.

Problem reporting and tracking responsibilities.

A

uniform method of software problem reporting provides a
means of identifying software errors and tracking their
resolution.

Problem reports are usually generated by

independent test personnel

during validation or

qualification testing, but can also be utilized by other
personnel during other life cycle phases.

For example,
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software problem reports can be submitted by customer
service representatives based on customer problems
encountered during the operation and maintenance phase.
Problem reports can also be used by design personnel as a
means of keeping track of software errors discovered during
integration testing.

All too often, software errors loose

visibility because there is no consistent means of tracking
them, only to be rediscovered at some later phase in the
development.
Pertinent information required on a software trouble
report includes a description of the problem, the software
revision level containing the problem, and whether the
error can be duplicated.

Software Quality Assurance can

then assign a unique tracking number to the report, note
who is assigned to resolve it, and what the priority is.
When the problem is finally resolved, SQA can close out the
report after verification of the correction, while noting
the revision level of the corrected software on the report.
In effect, this provides a closed loop system that should
significantly lessen the chances of a known error going
unresolved.

Review responsibilities.

SQA review responsibilities

include CM change board representation, and design review
participation.

The purpose of SQA participation in the

software change board is to verify that proposed changes to
software baselines have been adequately considered from a
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Product Assurance viewpoint of V&V and T&E.

Design review

participation ensures that the design and documentation
meets required standards and conventions, and has been
adequately considered from a V&V and T&E point of view.
The design completeness and quality of design are also
considered (23).
A regulatory review should be held early in the life
cycle, and in the absence of a Regulatory Affairs group
would be the responsibility of Product Assurance.

The

purpose is to review the following questions:

*

What is the proposed FDA classification (Class I, II,
or I I I) ,

* Is FDA premarket notification or premarket approval
required,

*

Is the product considered a critical device, and

*

Is an Investigational Device Exemption required for
clinical evaluation?
In addition to these activities, a review activity

known as a Product Qualification Review Board (PQRB) has
been implemented by some medical device manufacturers.

The

PQRB is intended as a review function independent of the
design review function.

It is suggested by Fuji that

Quality Assurance conduct all design reviews and audits
(19).

However,

in most instances, design reviews are

basically for review of the various phases of engineering
design and
management.

are conducted by engineering or project
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The PQRB concept provides an independent review by
management at critical points in the life cycle that could
affect patient safety.

Typically, these points are prior

to use of the medical device on human subjects for the
purpose of field tests,
release.

clinical trials,

and product

In addition, PQRB review can be performed after

design reviews as an independent means of assuring that all
design review requirements have been met,

and can be

utilized during the operation and maintenance phase to
determine whether all safety and efficacy aspects have been
considered prior to updating critical medical devices.
The PQRB is chaired by Product Assurance and is
composed of management level representatives of Product
Development or Sustaining Engineering, Customer Service,
Marketing, QA, SQA, and the project engineer.

The PQRB

reviews the project status, design review minutes, and test
results in order to make a determination of whether the
product is safe and effective for use on human subjects
and/or has met all requirements for this life cycle phase.
The PQRB concept allows the Product Assurance review aspect
to be tailored to the size, criticality, and complexity of
the product by defining in the SQA plan which points in the
life cycle will require PQRB review.
QA aspects of medical devices.

As noted in Chapter 2,

the only regulatory involvement in the QA activity is in
the area of the FDA's GMP regulation.

The regulation

requires the a QA Plan be in place but this pertains mainly

•
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to the manufacturing process.

Since the GMP regulation

also requires that a device history record be maintained
for each lot of devices, the QA function can keep track of
software revision levels on these history records.
Devices considered critical by the FDA are subject to
additional device history record requirements, including
recording of control numbers of critical components of the
device and recording of critical operations during the
manufacturing of the device.

Conceivably, software in ROM

could fall under the definition of a critical component of
a

critical device,

and the duplication of PROMs be

considered a critical operation.

The decision of how to

handle embedded software in critical devices should be a
joint decision of the Product Assurance and Manufacturing
functions in the organization.
The

GMP

regulation also

investigating any failure

of a

requires
device

a

means

of

to meet its

performance specifications after release for distribution.
A written record of the investigation is

required,

including any conclusions and follow-up required.

The

previously referenced software problem reporting and
tracking function can be utilized in meeting this GMP
requirement as it pertains to investigation of software
problems in the field
The previously referenced metrics could affect the SQA
activities
complexity.

in the areas of criticality,

size, and

All three of these may affect the types and
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number of reviews held during the product life cycle.

For

instance, in small projects with less than 2000 lines of
source code, it is probably not desirable or necessary to
conduct separate preliminary and critical design reviews.
Similarly, on critical products it is desirable to conduct
more PQRB reviews during the life cycle than would be
conducted on a noncritical product.

In addition,

CM

accounting of software configurations in the field is
required on critical software.
In summary, the matrix in Table 3.1 was derived to
show which SQA activities are desirable and which are the
minimum level required for different types of products.
Figure 3.4 illustrates the life cycle activities of the
Software Quality Assurance function.

Chapter 4 includes

the Software Quality Assurance Policy, and Software Problem
Reporting and Tracking Procedure.

3.4

V&V Implementation
As noted in Chapter 2, V&V responsibilities span the

entire software life cycle.

The emphasis for these

activities is to ensure the completeness and consistency of
software documents and objects produced during each life
cycle phase.

Several techniques exist for performing these

tasks, with some techniques being more cost effective than
others.

As noted in the objectives for this project,

maintaining low overhead while considering the device
criticality is of prime importance.
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Table 3.1

Matrix of SQA Activities for Different Program
Sizes, Criticalities, and Complexities
Program Size
Critical ?
Complex ?
Activities
SQA Plan
CM Accounting
Problem Reporting
Implementation
Maintenance Phase
Regulatory Review
Software PDR
Software CDR
PQRBs
after PDR(s)
after CDR(s)
before field test
before clinicals
before release
after modification

small
y

medium
y

N

large
y

N

N

y

N

y

N

y

N

y

N

y

N

y

N

M
M

M
M

M
D

M
D

M
M

M
M

M
D

M
D

M
M

M
M

M
D

M
D

M
M
M

M
M
M

D
M
M

D
M
M

M
M
M
M
M

M
M
M
M
M

M
M
M
D
D

M
M
M
D
D

M
M
M
M
M

M
M
M
M
M

M
M
M
M
M

M
M
M
M
M

M

D
D
D
M
M
M

D
D
D
M
M
D

M
M
M
M
M
M

M
M
M
M
M
M

M
M
M
M
M
M

M
M
M
M
M
D

t-1

M
M
D

M
M
M
D

M - Mandatory m~n~mum activity
D - Desired activity

D
M
M

D
M
M

M
M
M
M
M
M

t..J.

M
M
M
M
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SRR
support

PDR
support
CDR
support

~--Software Problem Reporting--~

SQA Plan

Configuration
Audits

PQRB
PQ~

FDR
support

Regulatory
Review

T
Detailed Coding and Implementation Maintenance!
Design
Integration
Life Cycle Phase

Figure 3.4
Product Assurance QA Functions During
the Software Life Cycle
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Feasibility/ Requirements Phase V&V implementation.
Based on the potential cost benefits noted in Chapter 2,
proper emphasis on V&V activities during this phase can
have the largest cost effectiveness.
V&V methodologies,

Wiltz

In a survey paper of

compared

the

cost

and

effectiveness of different V&V techniques during different
life cycle phases

(34).

During

the

Feasibility/

Requirements Phase, the least costly, easiest to use, and
most reliable of the techniques surveyed was, simply, the
requirements review (34).

The cost of the review includes

the cost of salaries of the personnel involved and the cost
of

preparing

the

necessary

review

artwork.

The

effectiveness of this technique depends on the expertise of
the participants, and it is therefore advantageous to have
the most qualified persons participate.
The requirements review should verify that

the

specifying documents are complete, consistent, and testable
(8).

Completeness is determined by assuring that there are

no missing or incomplete specifications, no references to
undefined functions in the specifications, and no "TBDs" in
the specification.

Consistency is generally assured by the

specification being both internally and externally
consistent

(8).

Internal consistency exists if the

specification requirements do not conflict with each other,
while external consistency exists if the specification
requirements do not conflict with external specifications.
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In addition, the requirements must be traceable to earlier
requirements.

Testability is verified if the requirements

are quantifiable and if there are economically feasible
techniques
satisfied.

for determining if the requirements are

Producing a preliminary functional Acceptance

Test Plan at this life cycle stage will help verify the
testability, as well as pointing out inconsistencies and
incomplete specifications.
The requirements review should also validate that the
specification solves the intended problem (9).
to the requirements noted above,

In addition

the correctness and

completeness of the solution should be analyzed to ensure
that it does indeed solve the correct problem.

As noted in

Chapter 2, designing to the wrong specification is of
little value even though the specification is complete and
consistent.

Verification
activities during the Preliminary Design Phase and Detailed
Design Phase, while probably not as cost effective as
during the Feasibility/ Requirements Phase, still pays
dividends.

At this point, errors are still more economical

to fix than during implementation or operation.
In Wiltz's comparison of V&V techniques during the
design phase, checklist reviews and design reviews are the
most economical methods to implement, are among the easiest
to implement, and produce reliable to very reliable results
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As with requirements reviews, the cost of design

reviews is basically the salary cost of the participants
and the review artwork preparation costs, while the overall
effectiveness of the method depends on the qualifications
of the participants.

Simulation, while more costly, can

also be used to some extent in certain types of software
intensive medical devices.
It is anticipated that V&V activities during the
Preliminary and Detailed Design Phases will consist of the
review technique.

Reviews will be performed internally by

the Product Design Group as well as by Product Assurance.
Product Assurance will analyze the overall design and
detailed design methodology noted in the project notebook
or working design manual for consistency and completeness
in regard to the specification and previous baselines.
These results will be detailed in a report for inclusion in
the working design manual and also for presentation at
formal design review meetings.
As previously noted, a form of simulation may also be
used as a verification technique during this phase.

In

verifying the adequacy of certain real time analysis
algorithms, it may be necessary for Product Development to
simulate certain real time waveform scenarios and prototype
certain

key

algorithms

in

order

to

verify

their

performance.
During the Preliminary Design Phase, Product Assurance
will also verify that preliminary product labeling, such as

{\

'
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advertising literature, is consistent with regard to the
specification.

l~Elementation

Phase V&V implementation.

During

implementation, several V&V techniques can be utilized,
including manual

techniques

walkthroughs, and desk checking.

such as

checklists,

Automated methods such as

assertion checkers, mathematical checkers, and structural
analyzers,

and various testing techniques are also

applicable.

Wiltz found in his survey that automated

techniques are very expensive, with items such as assertion
checkers, mathematical checkers, and structural analyzers
ranging in cost from $50,000 to $300,000 to implement (34).
While some consideration might be
techniques,

the

given to

these

implementation costs are probably

prohibitive for all but the largest of medical device
companies.
The primary Product Assurance emphasis will be to
encourage internal review

techniques

such as

code

walkthroughs, to encourage structured testing techniques by
Product Development at the unit and integration levels, and
to conduct Acceptance Testing prior to the operation phase.
Results of walkthroughs and testing will be maintained in
the working design manual.

As discussed in the next

section, Acceptance Testing will verify conformance to the
specification and will validate the fitness for use of the
product.

In addition, Product Assurance will also verify
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that user documentation produced during this phase, such as
operator's manuals, corresponds to the specification as
well as to the actual operation of the unit.

Maintenance Phase V&V implementation.

The operation

and maintenance phase of software is concerned with
verifying and validating proposed changes to the software.
These changes may be due to correction of latent errors in
the software, or to improvements or new features that the
manufacturer has added of his own volition or at the
request of customers.
Basically, the same techniques described for previous
phases may be utilized here.

The objectives are to verify

that the intended changes are correctly implemented, and
that no new errors are introduced in the process.

The

changed baseline must still correspond to the requirements
of previous and subsequent baselines, or these other
baselines must also be changed accordingly.

For example,

if the proposed change is to delete an alarm indication if
the heart rate drops below 15 beats per minute, then it
must be verified

that this

is

reflected

in

the

specification (functional and allocated baselines), the
design (design baseline), the implementation (operational
baseline), and the labeling (promotional materials and
operator's manuals).

In addition, the change must also be

validated to show that the product still fulfills the
user's needs and expectations.

Typically these items can
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be verified by the review techniques previously discussed.
Additional testing can verify that the changes have been
properly implemented, while regression testing will
demonstrate that no new problems have been introduced.
V&V aspects of medical devices.

As noted in Chapter

2, FDA requirements in the area of V&V extend to the area
of product labeling, including operator's manuals and
advertising material.

In addition, there will be an

increasing emphasis by FDA on software V&V activities in
the future.
The three metrics of criticality, size, and complexity
also impact the various V&V activities.

Certain V&V

methods may be more applicable to the product depending on
size, criticality, and complexity.
defines the

min~mal

The matrix in Table 3.2

V&V activities required for different

product types, as well as the desired activities for these
product types.
The V&V life cycle activities performed by Product
Assurance are illustrated in Figure 3.5.

The Software V&V

Policy is defined in Chapter 4.

3.5

T&E Implementation
As discussed in Section 2.4, testing as part of the

Product Assurance effort includes only acceptance testing.
The preliminary Acceptance Test Plan is written during the
Preliminary Design Phase and has two major purposes: to
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Table 3.2

Matrix of Software V&V Activities for Different Program
Sizes, Criticalities, and Complexities

Program Size
Critical ?
Complex ?
Activities
Feasibility Phase
Requirements review
Design Phase
Design review
Checklist review
Simulation
Implementation Phase
Walkthroughs
Testing
Checklist review
Automated checks
Maintenance Phase
Testing
Review

small
y

medium
y

N

large
y

N

N

y

N

y

N

y

N

y

N

y

N

y

N

M

M

M

M

M

M

M

M

M

M

M

M

M

M

D

D

M
D
D

M
D

M
D

M
D

M
D
D

M
D
D

M
D
D

M
D

D
M
D

D
M
D

M

M

D
M
D
D

D
M
D

D
M
D

D
M
D

M
M
D
D

M
M
D
D

M
M
D
D

D
M
D

M
M

M
M

D
M

D
M

M
M

M
M

D
M

D
M

M
M

M
M

M
M

D
M

M - Mandatory minimum activity
D - Desired activity
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Product
Specification
Validation
Software
Specification
Verification
Advertising
Materials
Verification
Operator's
Manual
Verification
Operational
Baseline
Verification
Revalidation
as required

I
Feasibility/
Requirements

I

Coding and Implementation Maintenance!
Integration
Life Cycle Phase

Figure 3.5
Product Assurance Verification & Validation
Functions During the Software Life Cycle
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determine a "black box" test plan to demonstrate compliance
with the

specification, and to detect instances of

incompleteness, inconsistency, and untestability in the
specification,

in order that these problems can be

corrected early in the life cycle.

Later, in the Detailed

Design Phase, "white box" tests are added to the plan in
order to better test the logical paths in the program.
During the Implementation Phase, the Acceptance Test is
performed, and discrepancies are reported on the Software
Problem Report described in

Section 3.3.

Finally, during

the Maintenance Phase, tests are performed to verify that
proposed changes are correctly implemented and that no new
problems are introduced.
Software testing by Product Development occurs during
the Coding and Integration Phase, Implementation Phase, and
Maintenance Phase.

Product Development test responsi-

bilities include unit testing, integration testing, and
implementation testing of the software prior to acceptance
testing by Product Assurance.

These test responsibilities

also occur during the Maintenance Phase when software is
modified.
T&E aspects of medical devices.

Additional tests

somewhat unique to medical devices are field tests and
clinical tests.

Although it is common for software

companies to establish field test sites for evaluating new
software products, medical software poses additional
concerns for the criticality of the product as well as

•
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regulatory aspects.

Field testing is generally defined as

an engineering evaluation to test or verify a certain
characteristic of the device in the environment of intended
use.

For a software intensive device, a field test may be

used to verify the correctness of a software algorithm.
However, if the device is diagnostic in nature, it should
only be used as a backup to the primary means of diagnosis.
Secondly, it cannot be implanted in human subjects, apply
energy to human subjects, or cause samples such as blood or
tissue to be removed from human subjects.

In other words,

a human subject cannot be placed at any risk whatever by
the evaluation of the device.

The Product Assurance

responsibility in this type of evaluation is to review the
field test plan, verify that it does not violate one of the
conditions previously stated, and convene a Product
Qualification Review Board (PQRB) to ensure that the device
has met certain minimal qualifications and is fit for the
purpose of field testing.
Clinical tests are a more serious subject.

The

purpose of a clinical test is to verify full performance in
a clinical setting, and possibly to collect safety and
efficacy data prior to marketing a device.

During clinical

tests, the device may be used as the sole diagnostic
instrument on a patient.

It may also be an implantable

device, one that applies energy to a patient, or one which
requires that a sample be taken from a patient.

Depending

on the criticality of the device, it may require that an
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Investigational Device Exemption (IDE) be approved by the
FDA prior to use on human subjects.

Even if an IDE is not

required, the clinical plan may still require approval by
an Institutional Review Board (IRB) in the health facility
in which it will be evaluated.

While the responsibility

for securing IDE and IRB approvals belongs to the Clinical
Affairs or Regulatory Affairs organizations, this function
may default to Product Assurance in smaller companies.

The

Product Assurance responsibility in clinical testing is to
review the clinical test plan, verify that all necessary
approvals for the evaluation have been obtained,

and

convene a PQRB to ensure that the device is fit for the
purpose of clinical testing.
Field tests generally occur in the Preliminary or
Detailed Design Phase, while clinical tests usually occur
late in the Implementation Phase just prior to release to
customers.

The requirement for either type of test will be

defined in the Quality Assurance Plan for the product.
While there are no

specific FDA requirements

pertaining to T&E activities, the previously discussed
metrics of criticality and complexity may impact these
activities.

As and example, critical or complex products

may require testing in a clinical environment in order to
verify the performance of critical or complex algorithms.
Size should not affect the overall T&E activity except for
increased manpower requirements on larger projects,
although the

project size may have some affect on
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complexity.

The relation of criticality and complexity to

the T&E activities is illustrated in Table 3.3.
Test

and Evaluation tasks performed by Product

Assurance during the life cycle are shown in Figure 3.6.

3.6

Implementation Summary
The functional

implementation

of CM, SQA, V&V, and

T&E takes into account the previously discussed aspects of
medical software.

The implementation of these functions

differs from a non-medical application in the following
areas:

*

Specific FDA requirements are satisfied,

*

Configuration management and V&V is required on
printed documentation such as advertising material and
operator's manuals,

*

CM accounting of software configurations in the field
is required on certain types of products in case of
product recall,

*

Additional review activities are required, and

*

Clinical evaluation on human subjects may be required
on certain types of products.
Implementation of these functions

for critical

software also differs from the implementation for noncritical software.

Referring to Tables 3.1 through 3.3,

the major differences for critical software are:

*

CM accounting of software configuration in the field
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is required,

* Problem reporting is implemented at an earlier point
in the life cycle,

* PQRBs are required at more points in the life cycle,

*

Certain V&V methodologies are required or desirable,
and

*

Clinical testing is required.
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Table 3.3

Matrix of Software T&E Activities for Different
Program Criticalities and Complexities

Critical
Complex
Not complex

Activities
Acceptance Test Plan
Field Testing
Clinical Testing
Acceptance Testing

M
D
M
M

Noncritical
Complex
Not complex

M
D
M
M

M
D
D
M

M
D
D
M

M - Mandatory minimum activities
D - Desired activities

Acceptance
Test Plan

__Product De:elopment__ ,
Test1.ng
!
_Acceptance_,
! Testing

Clinical
Test Plan

Acceptance
Test
Report
Field
Testing
Clinical

I

Feas~bility/
Requ1.rements

T

Retesting
as required

Detailed Coding and Implementation Maintenance!
Design
Integration
Life Cycle Phase

Figure 3.6
Product Assurance Test and Evaluation Functions
During the Software Life Cycle

Chapter 4
Product Assurance Policies and Procedures

4.0

Overview
This chapter contains the

actual

policies

and

procedures that implement the Product Assurance activities
described in the previous chapter.
project objectives

in Chapter 1,

As defined in the
the policies and

procedures produced include the following:

*

Software Configuration Management Policy,

*

Software Development Management Policy,

*

Software Quality Assurance Policy, and

*

Software Problem Reporting and Tracking Procedure.

4.1

Software Configuration Management Policy
The software configuration management policy is based

loosely on the IEEE Standard for Software Configuration
~a~~geme~t_Plan~

(25),

and

takes

into account the

considerations for medical software previously discussed.
While the IEEE Standard is intended to be applicable to
individual project configuration management plans, the
policy beginning on page 91 is intended as a guideline
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policy that will cover a wide variety of software intensive
medical projects.

4.2 Software Development Management Policy
The Software Development Management Policy beginning
on page 98 describes the key activities during each life
cycle phase and the responsibilities for accomplishing
these activities.

Emphasis is place on Product Assurance

activities, although some of these activities are explained
in greater detail in the next section covering the Software
QA Policy.

4.3 Software Quality Assurance Policy
The software quality assurance policy beginning on
page 111 is intended to broadly define quality assurance
activities and responsibilities during the software life
cycle, and to take into account the considerations of
medical software previously discussed.

The policy roughly

follows the format of the IEEE Standard for Software
Quality Assurance Plans

(26), but is meant to be general

rather than applicable to a specific software project.
Supporting procedures are required to define the Product
Qualification Review Board

(PQRB)

Reporting and Tracking System.

and Software Problem

In addition, applicable

design and coding standards should be defined.

The

Software Problem Reporting and Tracking Procedure is

9

•
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included in Section 4.4, but the others are not included in
the scope of this project.

4.4 Software Problem Reporting and Tracking Procedure
The Software Problem Reporting and Tracking Procedure
defines the activities required by the Software Quality
Assurance function for reporting and tracking of software
problems during the Implementation and Maintenance Phases
of the software life cycle.

The procedure is intended to

provide appropriate visibility to reported software
problems,

in order that proper action can be taken to

resolve them.

The corresponding reporting and tracking

form is included as the last page of the Software Problem
Reporting and Tracking Procedure, which begins on page 116.
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Software Configuration Management Pol,icy
1.0

Purpose
This policy describes the activities and methodology
for identifying and controlling software configuration
items of medical devices, and for providing auditing
and configuration status accounting of these software
configuration items.

2.0

Scope
This policy applies to all software intended for
delivery to

customers,

whether as

a

separate

deliverable end item, or as software embedded in ROM.
Furthermore, this policy applies to software baselines
beginning with the product specification (functional
baseline)

and continuing through to the deliverable

software item (operational baseline).

Also included

in this policy are operator's manuals provided with
the software product and advertising material for the
software product.

3.0

Management
This

section

describes

the

organizational

responsibilities for the overall management of
software configuration.
SCM Policy
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3.1

Organization - The responsibility for config-

uration management will be divided between the Product
Development Department, Product Assurance Department,
and Configuration Control

Group.

The

Product

Development and Product Assurance Departments shall
report

directly

to

upper

management.

The

Configuration Control Group shall report either to
upper management directly, or to either the Product
Assurance or Product Development Departments.
3.2

Responsibilities - Product Development shall be

responsible for identification and control of design
and product baselines.

Product Assurance shall be

responsible for CM audits and for CM accounting of
operational baseline revision levels of products
released to customers.
responsible for

Configuration Control shall be

identification and

control

of

feasibility and allocation baselines (product specifications and software specifications), operational
baselines, and printed material pertaining to software
products such as operator's manuals and advertising
material.

Configuration Control shall also be

responsible for chairing the Software Configuration
Control Board.
3.3

Facilities - A facility with limited access shall

SCM Policy (continued)

93

be operated by the Configuration Control group for
storage

of

software

Consideration shall

configuration

items.

be given to environmental

conditions necessary for proper storage of

the

software media involved.

4.0

Software Configuration Management Activities
This section describes the Software Configuration
Management activities of identification,

control,

status accounting, and audits.
4.1

Configuration Control -This subsection defines

the baselines and items to be controlled and the
methodology for controlling them.
4.1.1 Formally Controlled Baselines -The following
items

shall

be

formally

controlled

by

the

Configuration Control Group:
(a)

The Functional Baseline defining the system level
functions

(b)

(system specification) ,

The Allocated Baseline defining the software
level functions

(c)

(software specification),

The Operational Baseline or deliverable software,
and

(d)

Literature such as operator's manuals and
advertising material.

SCM Policy (continued)
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4.1.2 Informally Controlled Baselines- The following
items shall be informally controlled by the Product
Development Department:
(a)

The Design Baselines describing the overall
design methodology and the detailed design
methodology,

(b)

The Product Baseline composed of the integrated
software modules,and

(c)

Other items, except as noted in 4.1.1, which are
a result of the design and implementation phases.

4.1.3 Formal Control Methodology - Initial release and
subsequent modification to the items in 4.1.1 shall be
thru approval of the Change Control Board.
Control Board
members,

(CCB)

will

consist of

The Change
three core

the Configuration Control Manager,

project engineer, and the software QA engineer.
Change Order Request

(COR)

the
A

describing the proposed

change and the reasons for the change shall be
submitted to the CCB.

Upon approval by the CCB,

additional approvals shall be required as noted,
depending on the item to be released or changed.
(a)

Functional Baseline - Additional approvals by
Marketing and Regulatory/ Clinical Affairs.

(b)

Allocated Baseline - No additional approvals.

(c)

Operational Baseline - Additional approvals by

SCM Policy (continued)

95
Manufacturing, Quality Assurance, and Customer
Service.
(d)

Literature - Additional approvals by Marketing,
Regulatory/ Clinical Affairs,

and Customer

Service.
4.1.4

Informal Control Methodology -Release and

subsequent changes to the items in 4.1.2 shall be
controlled by a software librarian, or by the software
design engineer if the project size does not warrant a
software librarian.
4.2 Configuration Identification - This subsection
defines the means of identifying the configuration
item with a unique identifier, a version identifier,
and a revision level.
4.2.1 Identifier - A unique identification number
shall be assigned by Configuration Control to each of
the items described in 4.1.1 upon release.
4.2.2 Version -

A two digit dash number to the

identification number shall identify the version
level.

For example, 401106-02 indicates version 2.

Version numbers

will

also be used to identify

operational baseline sets such as ROM sets where the
program is

mapped into more than one ROM.

example, a set of three ROMs

containing a

SCM Policy (continued)
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program will be identified with version numbers -01,
-02, and -03 respectively.
4.2.3 Revision - A revision level shall be associated
with each identification number, beginning with the
letter "A" for the initial formal release.

With each

subsequent approved revision, the revision level will
be incremented by Configuration Control.

For example,

401106-02B indicates the first revision to the initial
"A" release of the baseline identified as 401106-02.
After revision "Z", the next revision will be "AA".
Items under Product Development control will be
identified with a numeric revision level.
4.2.4 Additional

Information- For operational

baselines, the following additional items will be
provided with each baseline revision level and shall
be stored by Configuration Control along with the
baseline.
(a)

A link map of the program,

(b)

A copy of the program source code,

(The source

code preferably will be in machine readable form
such as disc or tape rather than a listing, in
order that the program can be recompiled and
linked from the controlled copy of the source
code.) ,
(c)

Basic media part number (the part number for the
SCM Policy (continued)
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blank ROM, disc, or tape) ,
(d)

Check sum code for the programmed media, and

(e)

Instructions for duplicating the program media.

4.3 Audits - Quality Assurance shall conduct periodic
audits of the Configuration Management System as part
of

the FDA Good Manufacturing Practices audit

requirement.

Software QA shall perform a config-

uration audit during the Implementation Phase to
ensure that all software configuration items defined
in supporting baselines are present prior to the
release of the Operational Baseline.
4.4 Configuration Status Accounting -

Upon approval

by the CCB, the change order will become a part of the
baseline until the change is incorporated and the
baseline is revised.

The previous baseline revisions

and change orders shall be maintained in a history
file by the Configuration Control Group.

The

Configuration Control Group shall be responsible for
identifying the current revision levels of all
formally controlled items, and for making copies of
these items available on request.
shall be responsible for

Quality Assurance

maintaining a

list of

operational baseline revision levels released to
customers by recording the revision levels in the
Device History Records for each unit shipped.
SCM Policy (continued)
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Software Development Management Policy
1.0

Purpose
This

policy

describes

the

activities

and

responsibilities for overall software development
management during each phase of the life cycle.

2.0

Scope
This policy applies to all software intended for
delivery

to customers,

whether as

a

separate

deliverable end item, or as software embedded in ROM.

3.0

Life Cycle Activities and Responsibilities
The required life cycle activities and responsibilities are. described in this section.

3.1
3.1.1

Feasibility/Requirements Phase Activities
Specification Development Activity - During the

Feasibility/Requirements Phase, a product specification will be developed based either on customer
requirements for a specific product or on Marketing
Department requirements.
(a)

Product Development shall be responsible for
development of the product specification.

(b)

Product Assurance shall be responsible for
Software Development Policy
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validating that the specification meets customer
or Marketing requirements and for verifying that
the specification is testable.
(c)

Configuration Control shall formally release the
specification through the Configuration Control
Board and shall formally control the specification thereafter.

3.1.2

Project Development Plan Activity- During the

Feasibility/ Requirements Phase, a project development
plan will be developed that defines the critical
project milestones,

the responsibilities for

completing the milestones,

and the dates

for

completion of the milestones.

The program manager

shall be responsible for the Project Development Plan.
3 . 1. 3

Regulatory Review Activity -

During the

Feasibility/ Requirements Phase, Regulatory Affairs
shall review the following regulatory questions:
(a)

Will an FDA premarket notification

(510k)

be

required?
(b)

Will the product be subject to FDA premarket
approval?

(c)

Will the product require an FDA Investigational
Device Exemption for clinical testing?

(d)

Will

the product be considered a "critical

device"

for

purposes

of

the

FDA

Software Development Policy (continued)
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Manufacturing Practices Regulation?
In the absence of a Regulatory Affairs Group, this
activity will be the responsibility of Product
Assurance.

3. 1. 4

Software QA

Plan Activity -

During the

Feasibility/ Requirements Phase, a software quality
assurance plan will be developed defining the SQA
activities

for

the particular project.

Product

Assurance shall be responsible for developing the
Software QA Plan.
3.1.5

System Requirements Review Activity - At the

completion of the Feasibility/ Requirements Phase, a
Systems Requirements Review

(SRR) will be held.

The

SRR shall be attended by the program manager, project
engineer(s),
level

representatives

Development,
Assurance.
manager.

software QA engineer, and management
of

Marketing,

Configuration Control,

Product

and Product

The SRR shall be conducted by the program

The following documents will be presented

for review at the SRR:
(a)

Program Plan and Schedule,

(b)

Product specification, and

(c)

Software QA Plan.

The minutes of the meeting and any action items
resulting from the meeting shall be documented and
Software Development Policy (continued)
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distributed to those in attendance, and will be
included in the project notebooks or working design
manuals.

3.2

Preliminary Design Phase Activities

3.2.1

Software Specification Development Activity-

During the Preliminary Design Phase, a software
specification will be developed, which allocates
appropriate product specification requirements to
software.
(a)

Product Development shall be responsible for
development of the software specification and top
level software design.

(b)

Product Assurance shall be responsible for
verifying that the software specification is
accurately derived from the product specification, and for verifying that the specification
is testable.

(c)

Configuration Control shall formally release the
specification through the Configuration Control
Board and shall formally control the specification thereafter.

3.2.2

Software Acceptance Test Plan Activity - During

the Preliminary Design Phase, a preliminary software
acceptance test plan will be developed, which is
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intended to demonstrate that the software meets the
requirements of the software specification.

Product

Assurance shall be responsible for developing the
Software Acceptance Test Plan.
3.2.3

Preliminary Design Review Activity - At the

completion of the Preliminary Design Phase,
Preliminary Design Review (PDR) will be held.

a

For

medium (2,000 to 32,000 lines of source code) or large
(more than 32,000 lines of source code)

software

projects, a separate Software PDR will be held, except
in the case of noncritical, non-complex, medium size
software projects where a separate Software PDR will
be held at the option of the program manager.

The PDR

shall be attended by the program manager, project
engineer(s), software QA engineer, and management
level

representatives

Development,
Assurance.
manager.

of Marketing,

Product

Configuration Control, and Product
The PDR shall be conducted by the program

The following software documents will be

presented for review at the Software PDR, or at the
combined hardware/ software PDR:
(a)

Program Plan and Schedule adherence,

(b)

Software specification,

(c)

Top level software design,

(d)

Software QA Plan, and
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(e)

Preliminary Software Acceptance Test Plan.

The minutes of the meeting and any action items
resulting from the meeting shall be documented and
distributed to those in attendance, and will be
included in the project notebooks or working design
manuals.

3.3

Detailed Design Phase Activities

3.3.1

Software Design Activity- During the Detailed

Design Phase, the detailed software design will be
performed.

Product Development shall be responsible

for design methodology and documentation by utilizing
the project notebooks or working design manuals.
3.3.2

Software Acceptance Test Plan Activity - During

the Detailed Design Phase, additional requirements
will be added to the software acceptance test plan
based on the data and logic structures of the software
design.
3.3.3

Advertising Materials Activities -During the

Detailed Design Phase, Product Assurance shall be
responsible for verifying that proposed advertising is
accurately derived from the product and software
specifications, and that advertising claim are
verifiable be test.
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3.3.4

Field/ Clinical Test Plan Activities- During

the Detailed Design Phase, Clinical

Affairs shall

develop field test plans or clinical test plans for
the pr,oduct,

as required.

In the absence of a

Clinical Affairs group, these plans will be developed
by Product Assurance.

A Clinical Test Plan shall be

required on all critical products.

Field Test and/or

Clinical Test Plans will be required on non-critical
products at the discretion of Clinical Affairs or
Product Assurance.
3.3.5

Critical Design Review Activities -

At the

completion of the Detailed Design Phase, a Critical
Design Review (CDR) will be held.

For medium (2,000

to 32,000 lines of source code) or large (more than
32,000 lines of source code) size software projects, a
separate Software CDR will be held, except in the case
of noncritical, non-complex, medium size software
projects where a separate Software CDR will be at the
option of the program manager.

The CDR shall be

attended by the program manager, project engineer(s),
software QA engineer,

and

management

level

representatives of Marketing, Product Development,
Configuration Control, and Product Assurance.

The CDR

shall be conducted by the program manager.

The

following software documents will be presented for
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review at

the Software CDR,

or at

the combined

hardware/ software CDR:
(a)

Program Plan and Schedule adherence,

(b)

Software detailed design,

(c)

Software Acceptance Test Plan,

(d)

Advertising materials, and

(e)

Field and/or Clinical Test Plans.

The minutes of the meeting and any action items
resulting from the meeting shall be documented and
distributed to those in attendance,

and will be

included in the project notebooks or working design
manuals.

3.4

Coding and Integration Phase Activities

3.4.1

Software Coding and Integration Activities-

Software coding and integration activities shall be
the responsibility of Product Development.
3.4.2

Software

Testing Activities

-Product

Development shall be responsible for conducting unit
testing and integration testing of software.

Results

of unit testing and integration testing will be
documented in the project notebooks or working design
manuals.
3

0

4

0

3

Software Problem Reporting Activities
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Tracking of software problems reported during unit
testing

or

integration

testing

shall

be

the

responsibility of Product Development.
3

0

4

0

Operator's Manuals Activities -During the

4

Integration Phase, Technical Publications, with the
assistance of Product Development, shall develop
operator's manuals for the software product.

Product

Assurance shall verify that the manual describes the
correct operation of the product as described in the
specifications.

3.5

Implementation Phase Activities

3.5.1

Software

Implementation

Implementation Activities

of

the

software

shall

responsibility of Product Development.

be

the

The Opera-

tional Baseline will be the deliverable result of the
implementation activities.
(a)

Product Development shall be responsible for
producing the Operational Baseline product, and
for testing the Operational Baseline prior to
Acceptance Testing.

(b)

Product Assurance shall be

responsible for

validating that the Operational Baseline meets
customer or Marketing requirements

and for

verifying that the Operational Baseline is
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derived from previous baselines.
(c)

Configuration Control shall formally release the
Operational Baseline through the Configuration
Control Board and shall formally control the
Operational Baseline thereafter.

3.5.2

Software Problem Reporting Activities -During

the Implementation Phase, formal software problem
reporting and tracking shall be implemented.

Product

Development and Product Assurance shall have shared
responsibility for tracking software problems reported
during implementation of the software or during
acceptance testing.
Reporting

Reference the Software Problem

and Tracking

Procedure

for further

definition of responsibilities.
3.5.3

Configuration Audit - Product Assurance shall

be responsible for conducting an audit of the software
configuration prior to the Final Design Review, in
order to verify that all configuration items defined
in prior baselines have been implemented.
3.5.4

Acceptance Test Activities -

Implementation Phase,

During the

acceptance testing of the

software product shall be performed in accordance with
the Acceptance Test Plan.
responsible for

Product Assurance shall be

the testing,

and for writing an
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Acceptance Test Report at the conclusion of the tests.
3.5.5

Field and Clinical Test Activities - During the

Implementation Phase, Clinical Affairs shall be
responsible for monitoring the progress of any Field
Tests and Clinical Tests on the product.

At the

conclusion, Clinical Affairs shall write a report on
these activities.

In the absence of a Clinical

Affairs group, Product Assurance shall be responsible
for these activities.
3.5.6

Final Design Review Activities -

At the

completion of the Implementation Phase, a Final Design
Review (FDR) will be held.

The FDR shall be attended

by the program manager, project engineer(s), software
QA engineer, and management level representatives of
Marketing, Product Development, Configuration Control,
Manufacturing, and Product Assurance.

The FOR shall

be conducted by the program manager.

The following

software documents will be presented for review at the
FDR.
(a)

Program Plan and Schedule adherence,

(b)

Software Acceptance Test Report, and

(c)

Field and/or Clinical Test Reports.

The minutes of the meeting and any action items
resulting from the meeting shall be documented and
distributed to those in attendance,

and will be
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included in the project notebooks or working design
manuals.

3.6 Maintenance Phase Activities
Software Change Activities -

3•6•1

Changes to

released Operational Baselines may be required as a
result of customer requested modifications, correction
of latent software errors, and performance improvements.
(a)

Sustaining Engineering shall be responsible for
revising the Operational Baseline product.

In

the absence of a Sustaining Engineering Group,
the revision will be performed by Product
Development.
(b)

Product Assurance shall be responsible for
validating that the revised Operational Baseline
still

meets

customer requirements and for

verifying that the revised Operational Baseline
is

still

derived

from previous baselines.

Product Assurance shall be responsible for
determining whether the baseline revision
necessitates changes to the Acceptance Test Plan,
and shall perform the amended Acceptance Test
Plan, as required, to reverify performance to the
Plan.
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(c)

Configuration Control shall formally control the
changes to the Operational Baseline through the
Configuration Control Board.

3.6.2

Software Problem Reporting Activities - Product

Assurance shall continue to be responsible for
tracking of reported software problems during the
Maintenance Phase.
3.6.3

Configuration Accounting - Product Assurance

shall be responsible for accounting of software
configurations of products released to customers.
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Software Quality Assurance Policy
1.0

Purpose
This policy describes the basic activities and
responsibilities for implementing a software quality
assurance function.

The implementation of these

activities and responsibilities will be detailed in
the SQA Plan for each product.

2.0

Scope
This policy applies to all software intended for
delivery to customers,

whether

as

a

separate

deliverable end item, or as software embedded in ROM.
Furthermore, this policy applies to all life cycle
phases beginning with the product specification
(functional baseline) and continuing through to the
deliverable software item (operational baseline).

3.0

Management
This section defines the organization, tasks, and
responsibilities for implementing the software quality
assurance function.
3.1

Organization - The software quality assurance

function shall report to the Product Assurance
Manager.

As

such,

the

SQA

SQA Policy

function

will

be
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independent of Product Development.
3.2

Tasks -

The SQA Plan will require that the

software quality assurance function accomplish the
following minimum activities during the software life
cycle.
3.2.1
(a)

Feasibility/ Requirements Phase Activities:
Validation and verification of the product
specification,

(b)

Development of the project Software QA Plan, and

(c)

Participation in the SRR.

3.2.2
(a)

Preliminary Design Phase Activities:
Verification of the software specification and
top level software design,

(b)

Development of the preliminary Acceptance Test
Plan,

(c)

~-

Participation in the PDR, and
Participation in the PQRB, if required by the SQA
Plan.

3.2.3

Detailed Design Phase Activities:

(a)

Development of the Acceptance Test Plan,

(b)

Verification of advertising materials,

(~'):~,,

Preparation of Field and/or Clinical Test Plans
if required by the SQA Plan,

(d)

Participation in the CDR, and
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(e)

Participation in the PQRB, if required by the SQA
Plan.

3.2.4

Coding and Integration Phase Activities:

(a)

Verification of product operator's manuals and

(b)

Verification of

adherence

to programming

standards and conventions.
3.2.5
(a)

Implementation Phase Activities:
Participation in the PQRB prior to Field and/or
Clinical Tests, if required by the SQA Plan,

(b)

Tracking of reported

software problems,

(c)

Performance of a software configuration audit,

(d)

Performance of the Acceptance Test and reporting
of the results,

(e)

Reporting of the results of Field and/or Clinical
Tests,

(f)

Validation and verification of the Operational
Baseline,

(g)

Participation in the FDR, and

(h)

Participation in the PQRB prior to release of the
Operational Baseline.

3.2.6
(a)

Maintenance Phase Activities:
Revalidation and verification of the revised
Operational Baseline,

(b)

Performance of the Acceptance Test on the revised
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software,

if required, and reporting of the

results, and
(c)

Software configuration accounting of products
released to customers.

4.0

Documentation
The SQA Plan will

require that the

following

documentation shall be provided by the Quality
Assurance function during the product software life
cycle:
(a)

Software Quality Assurance Plan,

(b)

Acceptance Test Plan,

(c)

Acceptance Test Report,

(d)

Field and/or Clinical Test Plan (in the absence
of a

Cl~nical

Affairs Group) if required by the

SQA Plan, and
(e)

Field and/or Clinical Test Report (in the absence
of a Clinical Affairs Group)

if required by the

SQA Plan.
5.0

Reviews
As a minimum,

the SQA Plan shall require Quality

Assurance participation in the following formal
reviews during the software life cycle:
(a)

System Requirements Review (SRR)

(b)

Preliminary Design Review (PDR) ,
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(c)

PQRB following the PDR, if required by the SQA
Plan,

(d)

Critical Design Review (CDR),

(e)

PQRB following the CDR, if required by the SQA
Plan,

(f)

PQRB prior

to release to Field or Clinical

Testing,
(g)

Final Design Review (FDR) ,

(h)

PQRB prior

to

release

of

the

Operational

Baseline, and
(i)

PQRB following

modification of Operational

Baselines, if required by the SQA Plan.
6.0 Audits
As a minimum, the SQA Plan shall require the following
Quality Assurance audits:
(a)

A configuration audit of the deliverable software
and

(b)

Audits to verify that adherence to applicable
design standards is enforced.

7.0 Software Problem Reporting and Tracking
The SQA Plan will define at what point in the life
cycle the Quality Assurance function will begin
tracking of reported software problems in accordance
with the Problem Reporting and Tracking Procedure.
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Software Problem Reporting and Tracking Procedure

1.0

Purpose
This procedure describes the activities, methodology,
and responsibilities for implementing a software
tracking and reporting system.

A system for reporting

and tracking software problems is necessary in order
to ensure the required visibility for resolution of
the problems.

2.0

Scope
This procedure applies to software problems reported
during the Implementation and Maintenance Phases of
the life cycle.

As a minimum, reporting shall be

implemented when the software is turned over to the
Software QA function for acceptance testing.

It is

desirable for most software that problem reporting and
tracking begin during integration.

This procedure

applies to all software intended for delivery to
customers, whether as a separate deliverable end item,
or as software embedded in ROM.

3.0

Definitions
Reporting: the documentation of software problems

Software Problem Reporting Procedure (continued)

117
through use of a defined problem reporting system.
Tracking: a systematic means of keeping track of the
documented problem reports and the status of their
resolution.

4.0

Responsibility
This section describes the responsibilities for
reporting and tracking software problems during the
Integration, Implementation, and Maintenance phases of
the software life cycle.
4.1

Integration Phase Responsibilities

4.1.1 Reporting during

the

Reporting of software problems

Integration

Phase

shall

be

the

responsibility of Product Development.
4.1.2 Tracking- Tracking of software problems during
the Integration Phase shall be the respons~bility of
Product Development.
4.2

Implementation Phase Responsibilities

4.2.1 Reporting -

Reporting of software problems

discovered during SQA acceptance testing shall be the
shared responsibility of Product Development and SQA.
Reporting of other software problems during the
Implementation Phase shall be the responsibility of
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Product Development.
4.2.2. Tracking - Tracking of software problems during
the Implementation Phase but prior to acceptance
testing shall be the responsibility of the SQA
function on all but small

(less than 2,000 lines of

source code), noncritical, and non-complex programs.
Once acceptance testing has commenced,
function

shall

tracking·.-----~-s

the SQA

be responsible for all problem

-defined in the SQA Plan for the project,

SQA may have responsibility for all problem tracking
during the Implementation Phase.
4.3

Maintenance Phase Responsibilities

4.3.1 Reporting during

the

Reporting of software problems

Maintenance

Phase

shall

be

the

responsibility of Product Development, SQA, Production
Test, Customer Service, and Sales.
4.3.2 Tracking- Tracking of software problems during
the Maintenance Phase shall be the responsibility of
the SQA function.

5.0

Methodology
5.1

Reporting -The Software Problem Report form

following this procedure will be used for recording
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incidences of software problems.
contain the following

The report shall

information:

(a)

Product affected,

(b)

Software revision level,

(c)

Name of reporter,

(d)

Date of report, and

(e)

Description of the problem.

5.2

Tracking - Problem reports submitted to SQA will

be

tracked,

and periodic reports

produced of

unresolved software problems for each product.

SQA

will record the following additional information on
the Software Problem Report form:
(a)

A unique identifying report number,

(b)

The identity of the person verifying the problem
and the date when it was verified,

(c)

The

priority for

correction,

responsible for correction,

the person

and the current

status of the corrective action, and
(d)

Once corrected, a description of the change and
the software

revision

level

in which the

correction is implemented.
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80F'IWARE PROBlEM REPORI'

PROOOCT - - - - - - - - - - - - -

SPR #_ _ _ _ _ _ _ __

8/W REV lEVEL - - - - - - - - REPORI'ED B Y - - - - - - - - - -

reSOUPTION: - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

VERIFIED BY - - - - - - - - - PRIORITY FOR CORRECTION - - - - - - - - - - - - - - - - - - - - - - - -

~

OJRRENI' STA'l'ffi - - - - - - - - -

--------~ ---------

CORRECTED BY - - - - - - - - - -

~---------

ASSIGNED TO - - - - - - - - - -

8/W REV l E V E L - - - - - - - - - -

Description of correction, including nndules nndified: - - - - - - - - - -

Software Problem Reporting Form
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CHAPTER 5
Project Summary and Areas for Further Research

5.0

Overview
Chapter 5 summarizes the material researched and the

results of the project.

In addition, areas for further

research are explored that were outside the scope of this
project.

5.1

Project Summary
This project explored the classical software Project

Assurance disciplines of Configuration Management, Quality
Assurance, Validation and Verification, and Test and
Evaluation.

Considering the factors of the regulatory

environment,

criticality of the product,

and cost

competitiveness, these classical disciplines were adapted
to the specific requirements of medical software:J This

-

resulted in the formulation of the following policies and
procedures:

* Software Configuration Management Policy,

* Software Development Management Policy,

*

Software Quality Assurance Policy, and

*

Software Problem Reporting and Tracking Procedure.
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The implementation
functions

of the SCM, SQA, V&V, and T&E

in these policies and procedures took the

previously discussed aspects of medical software into
account.

The implementation of these functions was found

to differ from a non-medical application in the following
areas:

* Specific FDA requirements are satisfied,
* Configuration management and V&V is required on
printed documentation such as advertising material and
operator's manuals,

*

CM accounting of software configurations in the field
is required on certain types of products in case of
product recall,

* Additional review activities are required, and

*

Clinical evaluation on human subjects may be required
on certain types of products.
Implementation of these functions varied depending on

the criticality,

complexity and size of the project.

Matrices were developed for the SQA, V&V, and T&E functions
describing how these activities varied as a function of
project criticality, complexity, and size.

Of importance

was the fact that activities for critical, life supporting
software were found to differ from non-critical software
activities in the following areas:

* CM accounting of software configuration in the field
is required,

*

Problem reporting is implemented at an earlier point
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in the life cycle,

*

PQRBs are required at more points in the life cycle,

*

Certain V&V methodologies are required or desirable,
and

* Clinical testing is required.
The project has been useful in that it has focused
attention on some of the characteristics of a good Product
Assurance program for the software intensive medical device
industry.

It has provided the author with the necessary

background to better implement some of

the

Product

Assurance procedures and techniques necessary for reliable
software development in medical devices.
The project should also be of benefit to manufacturers
of software intensive medical devices.

Following
the --

-------·--·-

.......

--

..

Software Development Management Policy and Software Quality
Assurance Policy should force the necessary discipline to
adequately verify an(i yal:ida te the s of twa r e
releasing it to customers.

be for~

The end result should be a cost

savings to the manufacturer due to the correction of errors
earlier in the life cycle.

In addition, there should be

less updates or recalls of software in the field, which
will benefit the manufacturer's reputation for quality
software products.
tragic failure

Finally, and most importantly,

of a

the

critical medical device due to a

software problem may be prevented.
As of this writing, the Software Problem Reporting and
Tracking Procedure described in this paper is being
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implemented in a software intensive medical device company.
In addition, the basic information on the Software Problem
Reporting Form has been incorporated on the company's
management

information system utilizing the VAX-11

Datatrieve facility.

This will allow on-line access to

software trouble reports and status information by Product
Development and Product Assurance personnel.

While a

configuration management system was already in place at
this same company, the system is being modified to better
handle software operational baselines in line with the
policy outlined in this paper.

Parts of the Software

Development Management Policy and Software Quality
Assurance Policy have been informally implemented, and it
is anticipated that the full policies will be formally
implemented. (

5.2

Areas for Further Research
As with most projects, there never seems to be enough

time to deal with all the areas affecting the project.
Design and coding standards are a key area in software
development for medical devices.

A good deal of time could

be expended in reviewing existing standards and adapting
them to the medical software environment, or in developing
new standards specifically for the medical software
environment.

Due to time constraints on this project,

design and coding standards were not included in the scope
of this project.
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Another area not covered is that of the additional
procedures required to support the Software Quality
Assurance Policy.

Specifically,

this could include

procedures and checklists dealing with the design review
activities, Product Qualification Review Board activities,
software verification and validation activities, and
configuration tracking activities.

However, the policies

and procedure presented in this paper can serve as the base
on which to build these additional procedures.
Other methodologies for dealing with critical software
could also be explored further.

These include proofs of

correctness, failure modes and effects analysis
automated tools.

Proofs of correctness

(FMEA), and

were not addressed

because this is still primarily an area for research and
not very adaptable to a software production environment.
Similarly, FMEA has historically been associated with
hardware analysis and is only recently being adapted to
software.

Tools were not explored because this paper was

only intended to provide a

starting point for software

product assurance methods, and i t is necessary to understand the basic principles before applying automated
methods.
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APPENDIX A
Applicable FDA Medical Device Regulations

Medical Device Classification Regulation
The medical device classification regulation provides
for the classification of all medical devices on the market
as of May 28,

1976,

into one of three classes.

The

classification process was implemented by the establishment
of expert panels in each medical discipline, which reviewed
each medical device according to a
classification questionaire.

twenty question

Devices introduced after May

28, 1976 may be classified when a premarket notification is
submitted to FDA by the manufacturer.

The three classes

and their criteria for classification are as follows:

Class I means the class of device is subject only to
general controls under the Medical Device Amendments of
1976, including regulations pertaining to adulteration,
misbranding, registration, banned devices,

notifi-

cation, records and reports, and general provisions of
the Food Drug and Cosmetic Act (FD&C Act) .
classified Class I if:

A device is
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general controls are deemed sufficient to provide a
reasonable assurance of the safety and effectiveness of the device;

and the device is not life supporting or life
sustaining or of substantial importance in preventing impairment of human health; and

the

device

does

not

present

a

potential

unreasonable risk of illness or injury.

Examples of Class I devices include battery operated
patient scales, bedpans, and some surgical instruments.
Virtually all electronic devices are excluded from
Class I.
Class II means the device is or will be subject to the
requirements of a performance standard.

A device is

classified Class II if:

general controls alone are insufficient to provide
a reasonable assurance of safety and effectiveness;
and

there

is

sufficient information on which to

establish a performance standard to provide such
assurance.
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Examples of Class II devices include cardiac monitors,
electronic blood pressure meters, clinical electronic
thermometers, and biofeedback devices.
Class III means the device is or will be subject to
premarket approval.

A device is classified Class III

if it:

is life supporting or life sustaining; or

is for a use that is of substantial importance in
preventing impairment of human health; or

the device presents a potential unreasonable risk
of illness or injury.

In addition,

there must be insufficient information

available on which to establish a standard for assuring
safety and effectiveness of the device.
Examples of Class
programmers,

III

devices

include pacemaker

arrhythmia detectors

monitors the electrocardiogram,

(a device that

detects certain

abnormal events, and alarms on these events), and fetal
electroencephalographic monitors
monitors the fetal

brain waves

(a device that

thru fetal

scalp

electrodes during labor) .
In the above classifications, life supporting or life
sustaining refers to a device that is essential to, or that
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yields information that is essential to, the restoration or
continuation of a

bodily function

important

to

the

continuation of human life.

Premarket Notification Regulation
The premarket notification regulation requires a
manufacturer

to

inform

FDA

ninety

days

prior

to

introduction of a new device or one that is about to be
significantly changed in design, components, or intended
usage

in

a

manner

that

could affect the safety or

effectiveness of the original device.

This allows FDA to

review data on the device and to classify it into one of
the three previously mentioned classes.
is

~hen

The manufacturer

permitted to market the device if the device is

classified as Class I or II, or if the device is determined
to be equivalent to a device marketed prior to May 28,
1976.

The FDA may require a premarket approval if the

device is classified as Class III, or if the device is a
"new" device that is not equivalent to one marketed prior
to May 28, 1976.

Premarket Approval Regulation
The premarket approval regulation applies to Class III
devices and requires a manufacturer to submit evidence
documenting the safety and effectiveness for the device.
This usually entails extensive clinical evaluation, and an
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FDA review process that takes from six months to several
years.

Good Manufacturing Practices Regulation
The good manufacturing practices

(GMP)

regulation

applies mainly to the manufacturing aspects of the product.
It requires certain QA procedures be in place and certain
records be kept that detail the design and manufacture of
the product.

In the area of record keeping, the GMP

regulation requires that a Device Master Record for each
device be kept which details, among other things, the
device specifications, quality assurance procedures,
specifications and checks, and labeling specifications.
Labeling in the FDA context generally includes operating
instructions found on the product as well as separate
operators manuals shipped with the product.

The Device

Master Record must contain the signature(s)
authorized person(s)
~ignature(s)

of the

who approved it as well as the

of the authorized individual(s) approving any

changes to the document.
Another record that is required by the GMP regulation
is the Device History Record.

The Device History Record is

intended to demonstrate that the medical device was
manufactured in accordance with the Device Master Record.
It is generally a package of manufacturing documents
showing the date of manufacture, the steps the device went
through during the manufacturing phase, and the major
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subassemblies that went into the finished product.

In

effect, it is the manufacturing history of the device.
Additional GMP requirements could affect software
embedded medical devices if they are considered "critical
devices".

A critical device is defined as "a device which

is intended to support or sustain life and whose failure to
perform when properly used

in accordance with its

instructions can be reasonably expected to result in a
significant injury to the user" (31).

A critical component

is defined as "any component of a critical device whose
failure to perform can be reasonably expected to cause the
failure of a critical device or to affect its safety or
effectiveness" (31).
Using these definitions, software in PROM could be
considered a

crit~cal

component of certain critical medical

devices and would be subject to additional controls.
Specifically, the Device History Record for each critical
device would have to identify lot control numbers for
critical components used, would have to record all critical
operations during the manufacturing process, and would have
to record all inspection checks on the device.
of

Duplication

software in PROM could be considered a critical

operation, the performance or which must be duly recorded
by an authorized individual.

Recall Regulation
The FDA has the authority to require a manufacturer to
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recall a device that it considers to be in violation of the
FD&C Act.

A recall may be a voluntary action which a

manufacturer takes by correcting the device in the field or
by removing i t from the market.

Of the 176 recalls

reported between June, 1982 and December, 1983, 42 were due
to product design

(24).

Of these 42 design related

recalls, two were linked to software errors.

In addition,

the

a

FDA

has

recently

classified

as

recall

a

manufacturer's correction of a software product that was
not hardware embedded (32).

The recall involved a disc set

for a patient data management system due to the possibility
of the system matching a patient's name with the wrong
records.

Investigational Device Exemption Regulation
The Investigational Device Exemption (IDE) Regulation,
requires a developer of certain types of medical devices to
obtain FDA approval prior to using the device on human
subjects for the purpose of evaluating the safety and
efficacy of the device.

The IDE Regulation does not apply

to devices on the market prior to May 28, 1976, or to
devices introduced later and were judged by FDA during
review of a Premarket Notification to be substantially
equivalent to pre-enactment devices.

Also not included in

the IDE Regulation are diagnostic devices that do not
require invasive techniques for their use, do not require
invasive samples that present a significant risk to the
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subject, do not apply energy to the subject, and are not
used as the sole diagnostic method (30).
Devices that are not exempted by one of the cases
above,

are placed in one of two risk categories.

A

"significant risk" device is one that is intended as an
implant, is represented to be of use in supporting or
sustaining life, that places the subject at risk, or is of
significant use in diagnosing or treating disease

(30).

Significant risk devices must have an IDE approved by FDA
prior to evaluation on human subjects.

Devices other than

significant risk devices must only have approval of the
Institutional Review Board (IRB) of the evaluating facility
prior to evaluation on human subjects.
Software embedded devices may be found in all of these
categories.

The developer must consider early in the life

cycle whether his device is affected by this regulation,
and take the necessary steps to comply prior to evaluating
the device on human subjects.

