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ABSTRACT
With the rapid growth of the economy in the last two decades, our process of executing
transactions has completely transformed. The online banking systems and credit card companies
together process tons of transactions every day. Although with the ease in usability comes the
threat of fraud transactions where cybercriminals exploit the loopholes for their benefits resulting
in loss to the user or the service provider. These losses may range anywhere between a hundred
to a few hundred dollars in every individual transaction but all together they pile up in huge
losses to the banking organizations. The losses incurred to fraud as of 2018 have piled up to
$9.47 billion just for the United States itself. To prevent these losses we have proposed a realtime fraud detection system embedded with a machine learning model with Artificial Neural
Networks (ANN) and further using apache Airflow which completely automates the job and
updates the Fraud Manager with emails with an added alert functionality. The model is trained
and validated with the help of data of a user history of credit card fraud transactions. Since the
dataset is highly unbalanced it is first undersampled and split into an 80:20 ratio for training and
validation respectively for the ANN model. ANN simply provided us with the highest accuracy
and speed when compared to other machine learning techniques since the structure and working
of ANN is very closely similar to a human brain.

1. INTRODUCTION
1.1 SCOPE AND OBJECTIVES
The main aim of this project is to detect and prevent fraud within seconds after it takes
place and then take an action. This process will save the banks time and billions of dollars in money
considering the number of losses taking place in credit card fraud detection every year. Our
proposed system ensures the accuracy of 99.91% ≈ 100%.

1.2 INTRODUCTION TO SYSTEM
In today's present world scenario, the majority of our cash transactions have been switched to
cashless transactions due to the rise of credit cards and the Internet. With the wide number of
services available online, credit cards make it very simple for us to pay for them at the same time.
With the ease in usability and convenience in executing transactions comes the threat of
cybercrimes[1][3][16]. Every year the users and companies fall victim to fraudulent transactions
and end up bearing huge losses. As of 2018, credit card owners in the U.S. created only 21.54%
of $40.582 trillion in worldwide credit card volume in 2018, the companies in the United States
suffered 33.99% of the total credit card fraud losses worldwide. To prevent this, we have proposed
a unique credit card fraud detection system that will simply monitor the incoming transactions and
then classify whether the transaction is fraudulent or not in real-time.

For our training model, we have used ANN since it provides us with the best accuracy, F-1 score,
and AUC (Area Under the Curve). Its structure and working are very closely similar to a human
brain consisting of computational neurons. The number of neurons and the number of layers of
neurons can be defined as per the needs of the data and output. The ANN model counts on
Artificial Intelligence to do the automation provide the results. Further, we have combined the
machine learning model with an automation tool ‘Apache Airflow’ which helps us streamline
bigdata and further enables the author to programmatically schedule their workflows and monitor
them with the help of its built-in interface. Hence, this project enables the fraud detection manager
to closely monitor the transactions and take timely action to prevent fraudulent transactions.
Artificial Neural Network, usually shortened as ANN. The ANN works like a human brain hence
have used ANN over other algorithms. The ANN is inspired by a biological neural network that
constitutes the human brain. The main objective for using ANN is that it can work on a large
dataset and also it gives better and accurate results than any other method or algorithm. The ANN
technique/method relies on Artificial Intelligence to work automatically and give better results on
its own and has also used backpropagation with gradient descent. In our model for the evaluation
purpose, the parameter such as accuracy, recall, precision, and confusion matrix is used.
All over the world, almost every business is done digitally and is using plastic money i.e. credit
cards for this purpose. In the current situation, only the card information is needed to do the
fraud. While card detail is entered online, won’t know how the person will use our card details
online or if our card may have been lost, stolen by an unauthorized person [9]. In India, card
details of around 70 million people are being sold on the dark web. So, it is easy to conduct
fraud. That is why an initiative is taken to create this project to prevent credit card fraud. In this
case, our project will give real-time results.
In this paper, we propose a unique credit card fraud detection system that can easily be
implemented in any organization dealing with a credit card transaction. Our system shall be able
to detect fraud in real-time and provide the fraud manager updates quickly to stop the fraudulent
transactions. In this paper,
1. We implement an Artificial Neural Network to train and apply the model on incoming
credit card transactions.
2. We implement the Apache Airflow automation which will keep performing the check on
the incoming transaction file every 5 minutes and update the Fraud Manager to then take
action on it as needed.
3. Finally, we implement a front-end GUI using the flask application which shall provide
any user the convenience to observe the Fraud Transactions taking place.

2. LITERATURE SURVEY
In studies in the past, researchers have already tried and tested several approaches such as
unsupervised learning, supervised learning, etc. With time as cybercriminals have evolved in
using several different techniques, similarly, the researchers have also had to improvise with
their research observations and patterns.
The authors of [9] and [14] have specified that due to the lack of a good publicly available
dataset they have been come short on their findings and research observations. In two separate
research studies in 2016 by Z. Zojaji, R. E. Atani, A. H. Monadjemi, and David Robertson it can
be observed that they have used highly imbalanced data since the number of fraud transactions
are very few as compared to the number of non-fraud transactions. In [10], the authors have used
ANN and Linear Regression (LR) to create 13 alternative predicting models. It was concluded
with ANN being more superior to LR since ANN provides much higher accuracy on the same
dataset. Paper [8] gives an insight into the author's work, where they have created a Neural
network consisting of 17 neurons in its input layer, and two hidden layers each consisting of 60
and 50 computational neurons respectively, and the output layer consisting of only 1 neuron.
This method was created while keeping an eye out for the highly imbalanced dataset and with an
attempt to keep the cost low.
Paper [11] proposes a system for classification models and intrusion detection by implementing a
Multilayer Perceptron (MLP) algorithm and compared it with the Naïve Bayes and Decision
Tree Algorithm. The ANN-MLP model produces better results as compared to the Naïve Bayes
or Decision Tree learning model. The authors [6] propose a framework for credit card fraud
detection using ANN and Self-Organizing Maps (SOM). They implemented clustering in SOM
to capture fraud detection.

3. PROBLEM STATEMENT
The problem with current methods is that their models are so complex that it is not easy to
deploy into the bank system has used SOM as a method for detecting fraud [6]. The data points
must behave similarly to use SOM as a method for detecting fraud. Using SOM for detecting
fraud will have a latency problem when it will be deployed and used in the real world in a
banking system. Current systems will detect fraud after the transactions have occurred.

4. PROPOSED SYSTEM

Figure 1. System Architecture

We propose an end-to-end system that can be easily be deployed in any organization dealing
with real-time online credit card transactions. The proposed architecture will consist of a training
model known as the Artificial Neural Network to be able to correctly classify whether the
incoming transaction is fraudulent or not in real-time. The model is then further integrated with
Apache Airflow to automate the prediction model without any human intervention and also
added a simple functionality where if the predicted transaction in real-time has a Fraud Score ≥
0.7 then the Fraud Manager will simply receive an alert on the dashboard or their authenticated
Gmail inbox to review the transaction and act accordingly. We have also deployed a simple GUI
using the FLASK application as the front end. The dataset used in our training and prediction
was sourced from an open library on Kaggle. The data was collected in September 2013 over 48
hours of European Credit Card Users. The dataset consists of a total of 284,807 transactions
where only 492 transactions are classified as fraud. Since the positive class only accounts for a
total of 0.172% due to this the data is highly unbalanced or skewed[2][7]. For privacy reasons,

the majority of the values in our dataset are numerical since they have undergone Principal
Component Analysis (PCA). Only the attributes ‘Time’, ‘Amount’ and ‘Class’ are kept as it is.
The PCA technique is used as an attempt to reduce the dimensionality of the dataset and then
scaling it to be used with the learning model. The data is then oversampled and undersampled to
create a balanced dataset. On oversampling, we use Synthetic Minority Oversampling Technique
(SMOTE) to generate more fraud transactions to match the number of non-fraud transactions.
This ends up increasing the total number of transactions present in the dataset. Similarly, on
undersampling, we end up losing the number of non-fraud transactions to match it with the
number of fraud transactions. This ends up in creating a dataset consisting of fewer transactions
as compared to that of the original dataset.

Figure 2. Artificial Neural Network Architecture

We introduce these 31 attributes as inputs to our ANN model along with one bias node. The
inputs then pass into the first hidden layer consisting of 10 computational neurons. Also, in ANN
with a set of given inputs, the activation function of the neuron decides what exactly the output
will be from the neuron. In our model, we have chosen RELU as our activation function for the
hidden layers, and for the output layer, the SOFTMAX activation function is chosen. These
activation functions were chosen since they do not go These activation functions were chosen
since they do not enter a vanishing gradient problem to make it harder for the model to train
further on i.e. the convergence decelerates down. The RELU activation function equation is
explained further below.

Figure 3. RELU Activation Function

From the equation (1) we can see that it gives 0 as an output if the value of z is less than 0 or else
it gives back z. To calculate forward propagation we use the equation

z[L] = w[L]a[L-1] + b[L]

(2)

a[L] = g[L](z[L])

(3)

In equation(2), we can observe that 𝑧𝑧 [𝐿𝐿] is obtained by obtaining the product of 𝑤𝑤 [𝐿𝐿] , where 𝑤𝑤 [𝐿𝐿]
is the weight of the layer, to the input layer along with the addition to the bias. In equation (3),
𝑔𝑔[𝐿𝐿] is the Activation layer of Layer L. This can also be calculated by using the steps below,

For the First Hidden layer L,

z[1] = w[1]x + b[1]
A[1] = g[1](z[1]) =σ(z[1])

For the Second Hidden layer L,

z[2] = w[2]A[1] + b[2]

A[2] = g[2](z[1] = σ(z[1])
For the Fifteenth Hidden layer L,

z[15] = w[15]A[14] + b[15]

A[15] = g[15](z[15] = σ(z[15])
Hence the inside of each neuron the calculation should like

Figure 4. A single Neuron

For the output layer, the SOFTMAX activation function is applied which is a generalization of
logistic function to multiple dimensions. Here, it simply takes the output of our network and
normalizes it into a probability distribution over the predicted output class. Softmax is a
mathematical function that simply transforms a vector of numbers into a vector of probabilities,
where the probabilities are directly proportional to each unique value in the vector on the relative
scale. A single standard softmax function is defined mathematically as
σ: Rk → Rk
where,
𝑒𝑒 𝑧𝑧𝑧𝑧

σ(z)i = ∑𝑘𝑘

𝑗𝑗=1 𝑒𝑒

𝑧𝑧𝑧𝑧

(4)

for i = 1, . . . . K and z = (z1, z2, …, zk) ϵ Rk
We further combine the gradient descent and backpropagation to find the results from the Loss
function and then simply updating their parameters.
(5)
(6)

For the First Hidden layer,

𝑑𝑑(𝑧𝑧)[1] = 𝑤𝑤 [2] 𝑑𝑑𝑑𝑑 [2] ∗ 𝑔𝑔[1] (𝑧𝑧 [1] )
𝑑𝑑𝑑𝑑 [1] = 𝑑𝑑𝑑𝑑 [1𝑥𝑥] 𝑥𝑥 𝑇𝑇
𝑑𝑑𝑑𝑑[1] = 𝑑𝑑𝑑𝑑 [1]

For the Second Hidden layer,

𝑑𝑑(𝑧𝑧)[2] = 𝑤𝑤 [3] 𝑑𝑑𝑑𝑑 [3] ∗ 𝑔𝑔[2] (𝑧𝑧 [3] )
𝑇𝑇

𝑑𝑑𝑑𝑑 [2] = 𝑑𝑑𝑑𝑑 [2] 𝑎𝑎[1]
𝑑𝑑𝑑𝑑[2] = 𝑑𝑑𝑑𝑑 [2]

And so on. Now the parameters w and b are updated using gradient descent in equations 5 and 6.
Where,
w = weights
α = learning rate

= cost function derivative

= cost function conceding ծb derivative

Hence, the steps taken in our Artificial Neural Network will look like,
(1) We at the outset set the neurons and bias with random initialization and zero
initialization respectively.
(2) D = {xi, yi}
For every xi in D
(a) We initiate forward propagation by feeding xi through the network.
(b) Next, we calculate the Loss function,
L(yi', yi) where yi' is the anticipated value and yi is the authentic value. Here, y =
{0, 1} where 0 is the non-fraud class and 1 is the fraud class.
(c) Further we obtain the output value for all the hidden layers and execute
backpropagation.
Algorithm:

(1) Step 1: Setting the neurons and bias with random initialization and zero initialization
respectively.
(2) Step 2: Using Scikit-Learn library to import the needed libraries and accessing the
‘creditcard.csv’ dataset file.
(3) Step 3: Oversampling the dataset to create a balanced dataset.
(4) Step 4: Pass the dataset values into the designed artificial neural network.
(5) Step 5: Training the neural network with the feed-forward technique and applying the
desired activation function on each layer.
(6) Step 6: Executing backpropagation after the first iteration.
(7) Step 7: Repeat steps 1 – 6 as many times as desired to train and improve the neural
network prediction model. Here we do it for 20 epochs.
The final output file of the tested dataset will consist of two columns with the prediction class of
the transaction (0 or 1) and floating-point values between 0 and 1 due to the use of the softmax
function in the final layer.
We further use our trained model to create a real-time fraud detection system with the help of
apache airflow and introducing a simple graphical user interface for the fraud manager using a
simple FLASK application.
Apache Airflow is an open-source workflow management platform that is used to schedule,
monitor, and organize complex workflows and data pipelines for large amounts of data. This is
ideal to use in a real-life scenario since thousands of card transactions take place in real-time at
one single instance of time. This tool consists of core features such as being dynamic, extensible,
elegant, and scalable.
We break down our python script and create individual tasks for the apache airflow to execute
them on a collection of workers while following stipulated dependencies. This process enables us
to automate the backend without any human intervention.

Figure 5. Apache Airflow Webserver

This proposed system uses Artificial Neural Networks and Backpropagation to find fraudulent
transactions. This will give the prediction of each transaction and it will detect the fraudulent transactions
in real-time. The Credit Card Customer dataset is used that has 31 attributes to our ANN model. The first
30 attributes have information related to the customer’s transaction history.

5. MODEL EVALUATION
We evaluate the results of our trained architecture with the help of several tools and diagrams
such as F-1 Score, Accuracy, Area Under the Curve(AUC), Precision, and Confusion Matrix.
Often when predicting a model we might think that the one with the highest accuracy should be
our ideal selection. However, sometimes it is desirable to select a model with low accuracy since
it provides us with greater prediction power on the problem. This is known as the Accuracy
Paradox. Hence we use other metrics such as F-1 Score, AUC, Precision, etc. along with
Accuracy to choose the best prediction model.

Confusion Matrix - It is a performance measurement used for machine learning classification
where the resulting output could be classified into two or more individual classes. In our binary
classification, we witness a 2X2 table with 4 different combinations of predicted and actual
values.

(Actual Values)

(Predicted Values)
True
Positive
(TP)

False
Negative
(FN)

False
Positive
(FP)

True
Negative
(TN)

Figure 6. Confusion Matrix

Where,
True Positive(TP) – Model predicts positive and it is true.
True Negative(TN) – Model predicts negative and it is true.
False Positive(FP) – Model predicts Positive and its false.
False Negative(FN) – Model predicts Negative and its false.
Accuracy – It is the ratio between the correctly predicted observations and the total observations.
Precision – It is the ratio between the correctly predicted positive observations and the total
predicted positive observations.
Recall – It is the ratio between the correctly predicted positive observations and all observations
in the actual class.
F-1 Score – It is the weighted average of precision and recall.

(Actual Values)

(Predicted Values)

56863

0

0

98

Figure 7. Ideal case Confusion Matrix

Figure (4) shows us what an ideal confusion matrix with 100% accuracy would like to compare
our results with our undersampled model and oversampled model confusion matrices further.
For our undersampled dataset, we use 629 samples to train and 158 samples to validate our
model.
The confusion matrix and the model evaluation for our undersampled model are given below.

(Actual Values)

(Predicted Values)

53569

8

3294

90

Figure 8. Undersampled Confusion Matrix

For our testbed for this model, we have used a dataset consisting of a total of 56961 transactions
to check the performance of our trained model. Here, the accuracy of our model is calculated by
simply substituting the appropriate values in the formula where Accuracy =
(True Positive + True Negative)
(Positive + Negative)

=

(53569+90)
(56961)

=

53659

56961

= 0.94203051 (94.2%)

For calculating Recall, we substitute the appropriate values in the formula where Recall =
(True Positive)

(True Positive + False Negative)

=

(53569)

(53569 + 3294)

=

53569

(56863)

= 0.94207129 = (94.2%)

For calculating Precision, we substitute the appropriate values in the formula where Precision =
(True Positive)

(True Positive + False Positive)

=

53569

53569 +8

=

53569

53577

= 0.99985068 = (99.98)

Further for calculating the F-1 score, we substitute the appropriate values in the formula where,

Further, we also obtain the AUC score of 0.9733
For the oversampled dataset we use 291,138 samples to train and 72,785 samples to validate our
model.

(Actual Values)

(Predicted Values)

56830

33

17

81

Figure 9. Oversampled Confusion Matrix

For our testbed for this model, we have used a dataset consisting of a total of 56961 transactions
to check the performance of our trained model. Here, the accuracy of our model is calculated by
simply substituting the appropriate values in the formula where Accuracy =
(True Positive + True Negative)
(Positive + Negative)

=

(56830 + 81)
(56961)

=

56911
56961

= 0.99912221 (99.91%)

For calculating Recall, we substitute the appropriate values in the formula where Recall =
(True Positive)

(True Positive + False Negative)

=

(56830)

(56830 + 33)

=

56830

(56863)

= 0.99941966 = (99.94%)

For calculating Precision, we substitute the appropriate values in the formula where Precision =
(True Positive)

(True Positive + False Positive)

=

56830

56830 +17

=

56830
56847

= 0.99970095 = (99.97)

Further for calculating the F-1 score, we substitute the appropriate values in the formula where,

Further, we also obtain the AUC score of 0.7641
On comparing the AUC and F-1 score values from both the undersampled and oversampled
datasets we can observe that the oversampled dataset is producing more accurate results with
fewer errors. Hence, the oversampled model becomes our model of choice by default.

To conclude ANN will be our choice of training model we also tried and tested our results with Logistic
Regression, K-nearest, Support Vector Classifier, Decision Trees, and ANN. We can see the results in the
table below.

Training model

Precision

Recall

F-1 Score

Logistic Regression

0.90

0.99

0.94

K-nearest Neighbour

0.87

1.00

0.93

Support Vector Classifier

0.88

0.99

0.93

Decision Trees

0.87

0.99

0.93

Artificial Neural
Networks(oversampled data)

0.99

0.99

0.99

Fig 10. Model Evaluation for different machine learning models.

6. RESULTS
Model Accuracy
1.01
1
0.99
0.98
0.97
0.96
0.95
0.94
0.93
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2

3

4

5

6

7

8

9

Training

10 11 12 13 14 15 16 17 18 19 20
Validation

Fig 11. Model Accuracy of Training v/s Validation

From figure 11 we can observe that as epoch passes the accuracy of our model increases slightly
more and at close to around 20 epochs it becomes stagnant. We achieve a model training accuracy
of 0.9996 and a model validation accuracy of 1.00. This validated data is used as a comparison to
observe the model behavior with new credit card transactions.

Model Loss
0.1
0.09
0.08
0.07
0.06
0.05
0.04
0.03
0.02
0.01
0

1

2

3

4

5

6

7

8

9

Training

10 11 12 13 14 15 16 17 18 19 20
Validation

Fig 12. Model Loss of Training v/s Validation

For figure 12 we observe that our model training loss is 0.0017 and model validation loss of
0.0025. Model loss helps us to observe the difference between the predicted outcome to the
actual outcome. With the help of backpropagation, the weights of the input layer keep updating
based on the model loss.

7. CONCLUSION
Our proposed system for an end to end fraud detection in real-time ensures the accuracy of 99.91%
on its test results. The architecture of the system enables it to be easily scalable, dynamic, and
elegant. It requires almost no human intervention until something suspicious is detected. The
added functionality of Gmail alerts allows the fraud manager to focus only on those transactions
which seem suspicious to fraud and then take an action to whether block, review, or pass the
transaction. The Artificial Neural Network(ANN) model provides us the reliability of our results
and Apache Airflow further helps us automate the entire job.

8. FUTURE SCOPE
This project automates the entire and can simply be deployed for any organization dealing with
real-time credit card transactions. Adding an automation tool to get all the credit card transactions
right away from the designated organization would further automate the entire process completely.
Also, the dataset used is still highly skewed and has the majority of its values been transformed
using Principal Component Analysis(PCA) for card users privacy, thus finding a better dataset
with all the original values remains a big key to find better insights from the data and improve our
training model by several folds. The future scope related to the project is still very broad.
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