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Abstract
of
RANKING SYSTEM OBJECT INSTANCE GRAPH
by
Rajani Mohan Suryavanshi

Defending today’s enterprise network has become more and more challenging considering
the increasing amount of cyber-attacks. It is critical to understand how an attack happens
and how the intrusion propagates inside the enterprise network. System Object Instance
Graph (SOIG) is a technique that captures the dependency relationship that exists in
between system objects thereby showing the intrusion propagation process.
However, the SOIG for an enterprise network can be very large and difficult to
comprehend. Therefore, identifying the most important objects (files, processes, and
sockets) that are depended on by other objects can help understand the intrusion
propagation process. Security measures can be taken towards these objects to prevent
future intrusions from happening.
In addition, even a small-sized network’s SOIG can result in information overload. This
overwhelming information needs to be weighted and segregated to aid human analysts’
comprehension. Human analysts require a tool which can extract critical data from the huge
amount of information and provide it as a list of priorities. This way, the limited financial
iv

resources can be used for critical tasks. The scarce human power can be delegated to work
on the priorities and hence save time from studying the overwhelming information.
To combat the overwhelming information from SOIG, this project aims to rank the SOIG
using the AssetRank algorithm. AssetRank approach can automatically digest the
dependency relations in a SOIG, compute the relative importance of a graph vertex and
rank it. The result will be a ranked graph visualizing the most critical vertices based on
rank. These ranks of objects can be used to help a security analyst to input relevant data
into security tools and understand security problems in a better manner.

_______________________, Committee Chair
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Date
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1. INTRODUCTION AND MOTIVATION
Enterprise networks usually contain very crucial assets and resources that can be of an
attacker’s interest. For an enterprise network to function properly and efficiently, the
network needs to be protected from all possible cyber-attacks. The nature of cyber-attacks
keeps changing. More and more organizations are finding it difficult to fight these
emerging attacks. In addition, the severity of these attacks is increasing. These attacks lead
to security breaches, stolen data, substantial financial loss, disruption or even loss of
business.
Cyber-attacks generally encompass multiple stages: the first stage is an exploration of the
system to be attacked by monitoring the activities of the system and its configuration. Next
comes the intrusion steps where the attacker increases the privileges, and gains access to
the system to perform the attack. The final step is the attack where the attacker fulfils his
motive of either stealing the data or embedding some malicious code into the system to
corrupt it. At any step of this attack, the attacker might discover previously unknown
vulnerabilities and hence change his course of action. This means the attacker may or may
not follow a certain path/process of attack. Hence, making it very difficult to predict the
attackers next steps or estimate the consequences of the steps the attacker will follow [1].
Since the enterprise networks are often very complex in structure and size and may have
several layers of protection such as firewalls, the attackers often need to launch ‘multi-host,
multi-stage’ cyber-attacks on these vulnerable networks [2].
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Networks can be under attack even if it is under constant surveillance and protected by
various tools and techniques. This is because attacks are becoming highly advanced where
the attacker can attack a system behind a firewall or that is secured using other mitigation
strategies and approaches. These attacks bypass the security and go undetected despite
being highly monitored [2]. With advancements in the field of cybersecurity, more and
more tools and mitigation strategies are invented to combat these cyber-attacks. There are
various hardware and software techniques used to keep the enterprise network secure.
Intrusion detection systems (IDS) are a critical part of the enterprise network security
technologies. Despite all efforts of the architects and developers to keep the system well
protected, security breaches still happen very often. Hence, it is crucial to understand how
an attack takes place and how the attack intrusion propagates inside the enterprise network.
To understand how the attack happens, several existing techniques exhibit the intrusion
propagation process by capturing various activities of a system. Prior studies done by Jun
Dai et.al [2], propose a solution to identify possible Attack Paths in an enterprise network.
In this work, a network-wide attack context is represented using a superset graph called the
System Object Dependency Graph (SODG). This graph is constructed of system calls using
objects including processes, files, and sockets. They developed a prototype called “Patrol”
which identifies attack paths in SODG called zero-day attack paths by tracking the
intrusion evidence using forward and backward tracking. Additionally, it also identifies the
nodes which can be dubious, and which can also perform unusual activities in the network
among the zero-day attack paths using rule-based checking.
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Another study conducted by Xiaoyan Sun et.al, [3] proposed a probabilistic approach to
identifying zero-day attack paths. In this approach, the drawbacks of SODG are overcome
by constructing a SOIG. SOIG is constructed similarly to SODG except in SOIG, every
node is not an object. Instead, it is an instance of the object with a selected timestamp. Each
instance is a new version of the object at different points of time to be able to capture
different infection statuses [3]. A Bayesian network is then built using the instance graph.
SOIG along with the intrusion evidence gathered, the Bayesian network computes
probabilities of each object instance being infected. All the instances that have high
infection probabilities together form the zero-day attack paths. They also implemented a
prototype system named “ZePro” which effectively identifies zero-day attack paths.
Although the above-mentioned approaches are effective to discover zero-day attack paths
and understand the information propagation process, the size and complexity of SODG or
SOIG are overwhelming. For instance, in Patrol’s dataset, an SSH server takes a workload
of 1 request per 5 seconds. In a 15-min window frame, a log of system calls is generating
180 candidate paths, fragments of which overlap with the actual zero-day attack paths [3].
With the huge size, it’s difficult to identify the most important objects (i.e., files, processes,
and sockets) or instances of objects. The objects/instances that are depended upon by many
other objects/instances should be scrutinized as they can infect more objects/instances
readily and generate huge negative impact. Therefore, in this report, we propose to rank
the instances in the SOIG. Identifying critical portions of the instance graph will help us
deal with the size as well as complexity and find the vulnerable nodes of the network. We
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will be following the AssetRank algorithm [4], which is a modification of Google’s
PageRank, to compute the ranks of the objects. This approach can absorb the dependency
relations within the SOIG and estimate the relative importance of graph vertices. PageRank
algorithm is a good fit for the SOIG because it can accommodate the semantics of the
dependencies in the SOIG. This algorithm is extended into the AssetRank algorithm to be
able to compute the instances of the graph based on its importance to a potential attacker.
Implementing this project along with the results from [3], can be used to determine if the
highly-ranked objects in the network also lie on the zero-day attack paths. Identifying this
will contribute to security analysis by reducing the manual work of human analysts. The
analyst can use results from this study and give further inputs to the analyst tools. This way
they can focus on the critical sections of the network, and hence save on limited time and
resources.
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2. BACKGROUND

2.1 System Object Dependency Graph
An attacker needs to make a system call to get service from the operating system running
on the host. So, when the exploit happens, even if we’re unable to see it, we can trace it by
looking at the system calls. A network includes multiple hosts and these hosts have
different operating systems running on them. We will be assuming that the network
consists of Unix-like OS hence we can classify the system calls mainly into processes, files,
and sockets. These files, sockets, and processes are considered as objects of the system.
Using these objects, network-wide system object graphs can be built [2].
SODG is a directed graph comprising Operating System objects (process, files and
sockets). Every system call is broken down into three parts: source object, sink object and
a dependency relation between the two objects. The objects are the nodes of the directed
graph and their dependency relations are represented by the directed edges between them.
To build a SODG of a network-wide system call log, a per host SODG is constructed first
and then it is recursively concatenated. The concatenation is done if there exists a directed
edge within two nodes on a different host. This network-wide SODG has a set of paths and
if an attacker has attacked the network, there will be a zero-day attack path in the set. To
build a SODG, first all the system call logs are parsed and built upon the dependency rules
in per host SODGs and then linked together into network-wide SODG. For example, the
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following is a list of system calls occurring at t1 - t6 timestamp and below is the SODG
generated from these system calls. The label on the edges is their timestamp [3].
t1: file 1 read by process A.
t2: process B created by process A
t3: process C created by process A
t4: file 2 written by process B
t5: file 1 written by process C
t6: file 3 read by process B

Figure 1: SODG [3]
2.2 System Object Instance Graph
The objects in SODG without timestamps are not able to reflect the correct state of the
object at that timestamp. The object can be in a healthy state at one timestamp but then, an
attack can take place and the object can become infected at a later timestamp. There is no
clear distinguishing between the infected and non-infected states of the node/object.
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Without this information, we will not be able to make the correct inference of the infection
status of the nodes nor determine the attack paths of the SODG. Therefore, Xiaoyan Sun
et.al, [3] proposed a new kind of dependency graph , the SOIG, to address the above
problem.
SOIG represents the dependencies between objects (process, files and sockets) of a system.
These objects are then parsed from system call logs and built into per-host SOIG. In SOIG,
each node is an instance of the object at that timestamp. An object is in a different state at
a different point of time. These states are “instances” of the object and thus can have
different infection status [3]. For example, below are some system calls with their
timestamps. Figure 2 displays the SOIG for these system calls.
t1: file 1 read by process A.
t2: process B created by process A
t3: process C created by process A
t4: file 2 written by process B
t5: file 1 written by process C
t6: file 3 read by process B
In the below SOIG, the instance graph can reflect correct information flow as per
timestamp. For example, process C invokes file 1 at time instance t5, there is a new file
instance file1 instance 2 created with the dependency arc depicting the timestamp t5. SOIG
semantics breaks the cyclic dependencies that were present in the SODGs. For instance,
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instead of pointing back to file one in the above example, a new instance has been created
which breaks the cycle formation.

Figure 2: SOIG [3]

With the creation of a new instance every time a file or process is invoked, the graph
becomes more and more complex. The above example is representing the SOIG for just 6
system calls over a very small timeframe. If there is a time frame of 30 minutes collecting
system call logs for study, it generates up to 2,000 nodes [3]. Depending on the number of
hosts on the network, the complexity of the SOIG keeps on increasing. To combat the
overwhelming information from the SOIG, we are following Google’s PageRank
algorithm to determine the important nodes of the graph. Finding the nodes which have
higher rank and falling on the zero-day attack paths will help us focus our attention on
those nodes first. This in turn will reduce human analyst efforts, and resources required.
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2.3 Google’s Page-Rank Algorithm
Google's PageRank algorithm was developed to calculate the importance of web-pages
based on the number of web-pages linked to it. The method uses the web-pages link
structure to calculate a rank and evaluate their importance. The calculations involved in a
PageRank evaluation are completely general and can be applied to any scenario or domain
that can be represented into a graph [5].

Figure 3: Google's PageRank Algorithm Illustration
The pages have their own independent and individual importance i.e. their intrinsic value
as well as get extrinsic value from the pages linked to it. Pages with many links to other
pages will have a higher rank. Sometimes, if page A is pointed by a few pages having
higher intrinsic value, the rank of page A will be higher than a page B that is linked to
many unimportant pages. SOIG and Web graphs are special cases of dependency graphs
hence we can apply this algorithm on our graph.
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2.4 AssetRank Approach
AssetRank algorithm is a modification of the generalized model of the PageRank
algorithm. The AssetRank approach handles various dependency relationships between
nodes in specific graphs. In this project, we are implementing the AssetRank algorithm for
SOIG by modifying it to suit the semantics of dependency SOIG. It calculates the
importance value of the nodes which will indicate its importance to a possible attacker. In
this algorithm, every vertex has a numeric value based on its level of importance in the
network. The vertex gets some of its value from vertices depending on it, and the remaining
value is of itself. A vertex additionally gets value from its dependents. The numeric value
is formed of two elements, intrinsic value and the value that a vertex receives from its
dependents. The rank of a vertex is the total of the two elements [4].

Figure 4: Value flow of Dependencies [4]
Figure 4 depicts the value flow to the dependencies. The value of vertex v1 and vertex v2
is dependent on v3. Some of the v1 and v2 go into v3 hence v3 is a darker shade than v1
and v2. In the case of v4, v5 and v6, v4 seems to be the darkest node meaning it has a high
value. A part of v4 and v5 contribute to the value of v6. Since v5 value is lower, v6 gets an
average value which is more than v3 but less than v4. Hence, from attacker’s perspective,
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v6 is a crucial node compared to v3 because if the attacker gains access to v6, he is able to
reach v4 which has a high value of importance to the attacker and thus an important asset
on the network [4].
A vertex can be in logical relations of OR or AND. An OR vertex relation requires one of
its preconditions (represented by out-neighbor) to be met. An AND vertex relation means
all the preconditions present in the out-neighbors must be satisfied to reach the exploit or
the vertex in the attack graph. SINK represents vertices which do not have out-neighbors.
The SINK nodes could be some privileges the intruder needs to gain first or some software
configuration information [4]. Figure 5 shows the vertex shapes defined in SOIG to
represent the logical relations mentioned above.

Figure 5: Vertex Shapes as per logical relation of objects
Below example is a simple AssetRank Graph showing all the logical relations AND, OR
and SINK among the vertices depending upon the shape of the vertex.

12

Figure 6: Example of AssetRank Graph [4]
In Figure 6, p1, p2, p3, p4 and p5 are a representation of network assets. e1 and e2 are the
exploits an attacker can launch to get different privileges. The dependency attack graph
shows that gaining access to p5 can be done by following two ways. One way is all the preconditions p1,p2,p3 are satisfied to reach exploit e1 and eventually gain access to p5. The
other way is if p3 and p4 are satisfied to reach exploit e2 which grants access to p5. Both
e1 and e2 are AND vertex relations or all the preconditions must be satisfied in order to
gain privilege [4].
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3. SYSTEM CONFIGURATION AND IMPLEMENTATION
3.1 System Requirements
The project is implemented using Java programming language and used Perl scripting for
parsing the SOIG. I used an Eclipse IDE Neon version with EPIC plugin for coding the
algorithm and the parser. EPIC is a Perl IDE that contains editor and debugger and is useful
for Eclipse Perl integration. It is available as a plugin which is compatible with most
operating systems [6]. JDK is needed as it includes library source and several other tools
needed to develop a Java Application. I also used Graphviz software for visualization of
the SOIG . Graph visualization is a method of representing structured data in the form of
diagrams of abstract graphs and networks [7]. Both EPIC and Graphviz are open-source
and easily available online. I used Ubuntu 16.04 LTS which was efficient for visualizing
graphs containing node count as large as 2000.
3.2 System Design

Figure 7: System Design
Figure 7 shows the following execution of the designed system. Below is the step by step
description of the processes performed in this system.
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Step 1: We input a .dot file of SOIG to the parsing script written in Perl. DOT is a graph
description language. It typically consists of the files with file extension “.gv” or “.dot”. It
can describe graphs such as flowcharts and dependency trees [8]. The dot file we used
contains node information such as node label, shape, color and its dependency relation.
Step 2: The Perl Script parses all the node information like node shape and dependency
relations and converts it to the node type (AND, OR, SINK) with the respective outward
nodes. If the shape is a box, then the node type is SINK and if the shape is an ellipse then
it is considered as OR. This node information is stored in a text file which is provided as
input to the AssetRank java program.
Step 3: The Java program will store the node information and their relative dependencies
into an adjacency matrix. Each vertex’s weight is computed by applying the AssetRank
algorithm on the adjacency matrix. The result is the ranked SOIG which is a list of nodes
with their respective ranks stored in an output csv file.
Step 4: This csv is provided as an input to the Perl script that parses the node ranks and
visualized the SOIG. The top 10% ranked nodes are given crimson color, the nodes lying
within 10% to 50% ranks are given coral color. The nodes with rank in between 50% to
70% are given wheat color. Nodes with a rank between 70-90% are given yellow color and
the lowest 10% ranks are a white color. The visualized SOIG graph is then stored in a jpg
format image using the command line.
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3.3 AssetRank Algorithm Implementation
To rank the SOIG we have followed the approach based on AssetRank [4]. The Java
implementation of the AssetRank algorithm used in this project is based on the
implementation by Pranavi in her project for mission impact analysis in enterprise network
[9]. We have implemented an AssetRank approach for the SOIG, in a way that it suits the
semantics of dependencies and it calculates a value that tells us the importance of all objects
to an attacker. We can consider SOIG like a graph model and analyze different conditions
and implementation of the AssetRank algorithm for ranking the graph. A graph G
represented as G = (V, A, f, g, h) where,
V → set of vertices,
A → set of arcs represented as (u, v) meaning vertex u depends on vertex v;
f → mapping of weights to vertices;
g → mapping of weights to arcs;
h → mapping of vertices to their type (AND or OR) [cite].
The out-neighbors of vertex v is denoted by N+(v), and in-neighborhood of v, denoted by
N- (v) where, N+(v) = {w ∈ V : (v, w) ∈ A} and N−(v) = {u ∈ V : (u, v) ∈ A} [4].
Without loss of generality, the set of all vertex weights f(V) should sum to 1 and sum of
all arc weights of a vertex v should be 1 if h(v) = OR and |N+(v)| if h(v) = AND except
when v is a SINK in which case sum should be 0 [4].
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The vertex is given a numeric value which is made up of two parts: intrinsic value and the
value that it received from its dependents. Therefore, the rank of vertex v is calculated
using the equation: 𝑥𝑣=𝛿 Σu∈N-(v) 𝑔(𝑢,𝑣)𝑥𝑢+(1−𝛿) * 𝑓(𝑣) [4]. 𝛿 is the damping factor that
decides the ratio of rank value it receives from dependents and from the intrinsic value
xv [4].
All the vertex ranks xv is stored into a vector X and all the dependency relations between
vertices are stored into a weighted adjacency matrix D such that Dvu = g(u, v). We apply
the Jacobi method of iteration to the sequence and the resulting equations are as follows:
𝑋= 𝛿𝐷𝑋+(1−𝛿) * 𝐼𝑉

[4]

𝑋𝑡= 𝛿𝐷𝑋𝑡−1+(1−𝛿) * 𝐼𝑉

[4]

The ranks of AND vertex and OR vertex is computed differently in the AssetRank
algorithm which makes it different than the generalized PageRank algorithm where all
vertices are treated as OR relation. When a vertex is OR type, the value of the vertex is
split equally to all its dependents. But when the vertex is of AND type, the value of the
vertex is replicated as it is to all its dependents [4]. Therefore, the final normalized equation
to keep the sum of all values of vertices to 1 is :
𝑋𝑡′= 𝛿𝐷𝑋𝑡−1+(1−𝛿) * 𝐼𝑉
𝑋𝑡=

1
||𝑋𝑡 ′ ||

* 𝑋𝑡′

[4]
[4]
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We have applied the above mathematics in our AssetRank algorithm and efficiently
calculated the ranks for the SOIG containing as large as 2000 nodes. The above sequence
is said to be convergent. A sequence is convergent if it approaches some limit (converges
to 1 in our case). The resulting values indicate the importance of each vertex to an attacker.
In rare cases where the sequence might not converge to 1 in a finite number of iterations,
we have set a maximum number of iterations to 1,000 after which the algorithm will
terminate if not converged to 1.
3.4 Perl Script Implementation
Perl is a programming language developed for text manipulation and can be used for
multiple tasks like system administration, network programming etc. We have used a Perl
script for two purposes: Input Parsing and Result Visualization [6].

3.4.1 Input Parsing Script
In this Perl Script, we take the SOIG dot file as the input. The .dot file contains node
information. This node information is parsed using regular expressions to translate the dot
file into a series of node inputs with relation type and list of dependencies separated by a
comma [8]. For example, below is a simple AssetRank graph:
Digraph ABC {
1[label = “1”, shape = box, fillcolor = white];
2[label = “2”, shape = box, fillcolor = white];
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3[label = “3”, shape = ellipse, fillcolor = white];
4[label = “4”, shape = diamond, fillcolor = white];
5[label = “5”, shape = box, fillcolor = white];
6[label = “6”, shape = box, fillcolor = white];
7[label = “7”, shape = ellipse, fillcolor = white];
1→3;
2→3;
3→4;
4→7;
5→7;
6→7;}
The above DOT is diagrammatically represented in Figure 8.

Figure 8: Graphical representation of DOT
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The Perl script will parse the above dot into a series of node types along with their
dependent’s information. The following output is stored in a text file and provided as input
to the Java program:
SINK
SINK
AND, 1, 2
OR, 3
SINK
SINK
AND, 4, 5, 6
OR, 7

3.4.2 Result Visualization Script
The Java program stores the output in a “ranks” csv file. This csv file contains the ranks of
all nodes in the SOIG. These ranks are stored in sorted order with the highest ranked nodes
stored first. There is another .csv file that contains the list of nodes present in the Zero-Day
Attack Path. The sorted csv file, the zero-day attack paths nodes file and the original .dot
file are provided as input to the result visualization script. This script contains regular
expressions to find the zero-day attack paths nodes in the .dot file and replace their fillcolor
based on the “ranks” csv file order. The fill color is decided based on the following
conditions:
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1. If the rank of node A is in first 10% of total ranked nodes and lies on the zero-day attack
paths, then replace fill color of node A to “crimson”.
2. Else if the rank of node A is in between 10% to 50% of total ranked nodes and lies on
the zero-day attack paths, then replace fill color of node A to “coral”.
3. Else if the rank of node A is in between 50% to 70% of total ranked nodes and lies on
the zero-day attack paths, then replace fill color of node A to “wheat”.
4. Else if the rank of node A is in between 70% to 90% of total ranked nodes and lies on
the zero-day attack paths, then replace fill color of node A to “seashell”.
5. Else if the rank of node A is in the last 10% of total ranked nodes and lies on the zeroday attack paths, then replace fill color of node A to “white”.
The modified .dot file contents are stored in a new “result” .dot file which contains the
updated fill color nodes to visualize the highest to lowest ranks lying on the zero-day attack
paths with the color gradient where highest ranked nodes are darker and lower ranked
nodes are lighter.
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4. CASE STUDY

4.1 Attack Scenario
In this case study, we will be evaluating a web-shop test-bed. The test-bed network has a
firewall, Nessus, Oval, Snort, Wireshark, Ntop and Tripwire. These hosts run on Linux
operating system with different versions. For zero-day attack paths to be present, there need
to be unknown exploits in the network. The attack scenario is shown in Figure 9 [3]. Please
refer to [3] for detailed information about the attack steps.

Figure 9: Attack Scenario [3]

4.2 SODG Approach
We emulated unknown vulnerabilities by using published vulnerabilities, because
unknown vulnerabilities might remain undisclosed for 312 days on average [2]. We
performed a 3-step attack by following the below steps to create the zero-day attack paths
also represented in Figure 10:
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Step 1: brute-force attack to SSH server.
Step 2: trojan-horse file uploaded to exports on NFS Server.
Step 3: page-zero triggered by a null pointer dereference to gain privileged on Workstation

Figure 10: SODG depicting zero-day path capturing 3-step attack in attack scenario [3]

4.3 SOIG Approach
SODG captures all the objects from multiple hosts present on the network. The zero-day
attack paths are identified in the network-wide SODG using the Patrol tool [2]. Since the
SODG does not have time labels, we are not able to determine the correct flow of
information according to the time stamps of the system call operations. Therefore, we
implemented the ZePro tool [3] which simultaneously logs the system calls on each host
and generates a SOIG. The ZePro tool analyzed a total of 143,120 system calls generated
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by three hosts and constructed the SOIG with 1,853 nodes and 2,249 edges. Figure 11
displays how complex an instance graph of large nodes looks like.

Figure 11: Network-wide SOIG [3]
The ZePro tool finds the zero-day attack paths in the above SOIG using a Bayesian
network. The tool detected the attack-path composed of 77 objects and the total number of
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objects involved were only 913. Figure 12 below shows the zero-day attack paths in the
form of an instance graph.

Figure 12: SOIG showing Zero-Day Attack Path [3]
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4.4 AssetRank Approach
We Implemented the AssetRank algorithm on the SOIG shown in Figure 11 and got the
ranking of all individual 1,853 nodes. We highlighted the result, showing ranks only for
the zero-day attack paths present on the network-wide SOIG. We also visualized the
ranking of only the 294 nodes of the zero-day attack paths depicted in Figure 12 above.

Figure 13: Visualization of network-wide SOIG
As we can see in Figure 12, out of 1,853 nodes, the 294 nodes which lie on the Attack Path
determined by the ZePro tool are colored in gradient based on their ranking from the
AssetRank algorithm. In Figure 14 below, we can clearly see all the 913 nodes of the Attack
Path with their color gradients based on ranking.
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Figure 14: Attack Path Ranking Visualization
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5. RESULTS
We used the above SOIG from Figure 12 to compute the ranks on the nodes of the networkwide SOIG. We kept the damping factor as 0.85, which is the standard value maintained
in all experiments used in the PageRank algorithm. We treated all the nodes in the SOIG
with equal importance at the beginning of the algorithm and then their ranks were
calculated iteratively till the equation converged to 1 or reached the maximum iteration
count i.e. set to 1,000.

5.1 Ranks of Network-wide SOIG
Table 1 shows the rank values of the top 100 nodes from the SOIG shown in Figure 12.
Table 1: Top 100 AssetRanks of network-wide SOIG
Rank #
1
2
3
4
5
6
7
8
9
10
11
12
13
14

Vertex
2086.5
290.1
2005.1
69.1
25.1
2023.2
2147.2
101.4
2124.1
2493.12
263.2
223.2
2091.1
2429.14

AssetRank Value
0.0005927777894456
0.0005830315634006
0.0005746923615380
0.0005713089890883
0.0005639606663220
0.0005630498216020
0.0005597664307222
0.0005597639076630
0.0005597588152304
0.0005581044873810
0.0005564425363920
0.0005564349986352
0.0005532248168440
0.0005531413877282

28
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52

45.1
188.1
2026.2
52.1
183.1
78.2
182.1
186.1
181.1
184.1
185.1
62.1
2076.1
2074.1
189.1
4.1
2375.1
2390.1
226.2
223.1
2023.1
144.1
153.7
2006.2
152.1
2081.1
2308.3
2383.3
123.1
301.1
194.16
162.1
2397.1
231.16
160.1
164.1
166.1
199.16

0.0005523218315349
0.0005515249821289
0.0005514693370436
0.0005481961040248
0.0005481935267130
0.0005481833960051
0.0005481783462166
0.0005481783345730
0.0005481783345611
0.0005481783345492
0.0005481783345434
0.0005481783345433
0.0005481783345137
0.0005481758038124
0.0005473713971032
0.0005473562399357
0.0005473473551626
0.0005473473551626
0.0005465138528115
0.0005457474421339
0.0005457335034186
0.0005457094577282
0.0005457043885236
0.0005457031115441
0.0005457018810209
0.0005456993367521
0.0005456968001993
0.0005456968001993
0.0005456967964019
0.0005456967963309
0.0005456942656000
0.0005456942578573
0.0005456917348751
0.0005456892041560
0.0005456892041382
0.0005456892041382
0.0005456892041382
0.0005456892041382

29
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92

203.16
244.16
2468.18
282.1
149.1
146.1
156.1
155.1
147.1
2497.1
157.1
148.1
111.1
158.1
2008.1
141.3
141.2
141.4
141.6
141.5
141.1
196.1
2089.1
47.1
266.1
2429.7
1008.4
2397.8
2397.11
1008.2
2145.1
253.8
2380.1
80.1
85.1
91.1
96.1
13.1
18.1
347.1

0.0005456892041382
0.0005456892041382
0.0005456892041382
0.0005448823094136
0.0005448696633237
0.0005448696324300
0.0005448696323885
0.0005448696285586
0.0005448696207981
0.0005448696169801
0.0005448696169268
0.0005448696169268
0.0005448696169268
0.0005448696169268
0.0005448696169149
0.0005440500646466
0.0005440475300264
0.0005440475222839
0.0005440475222720
0.0005440475222600
0.0005440474989844
0.0005440424646637
0.0005440424452742
0.0005440424375226
0.0005440424375226
0.0005440424297800
0.0005440411760642
0.0005440411760287
0.0005440399068096
0.0005440373838006
0.0005432456231542
0.0005432279583837
0.0005432253965511
0.0005432228736106
0.0005432228736106
0.0005432228736106
0.0005432228736106
0.0005432203351132
0.0005432203351132
0.0005432203351132

30
93
94
95
96
97
98
99
100

2415.1
44.1
59.16
141.7
41.1
137.1
142.18
206.8

0.0005432203040949
0.0005432177888494
0.0005432177888494
0.0005432152736040
0.0005432152581185
0.0005432152581185
0.0005432152581185
0.0005927777894456

5.2 Ranks of SOIG for only Zero-day Attack Path
Table 2 consists of ranks of the top 100 nodes lying on the zero-day attack paths determined
by the ZePro tool as shown in Figure 13. It is the Attack Path of the network-wide SOIG
shown in Figure 12. The Rank# column in Table 2 is the relative rank of the vertices within
the Attack Path.
Table 2: Top 100 AssetRanks of the nodes lying on zero-day Attack Path
Rank #
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15

Vertex
2086.5
2147.2
2493.12
2429.14
4.1
2006.2
2383.3
2308.3
2397.101
2429.7
1008.4
2397.8
2397.11
1008.2
253.8

AssetRank Value
0.0005927777894456
0.0005597664307222
0.0005581044873810
0.0005531413877282
0.0005473562399357
0.0005457031115441
0.0005456968001993
0.0005456968001993
0.0005456917348751
0.0005440424297800
0.0005440411760642
0.0005440411760287
0.0005440399068096
0.0005440373838006
0.0005432279583837

31
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53

2144.4
2086.4
1008.1
2493.11
2429.9
2429.101
2429.11
2397.201
2114.2
2397.14
2397.9
2397.19
10.1
1007.1
259.1
2114.1
2082.2
1008.5
2397.21
2006.3
2503.1
2385.301
2385.3
2311.401
2152.3
2452.1
2388.2
2372.2
2527.3
2458.1
2455.1
2449.1
2443.1
2440.1
2437.1
2434.1
260.1
254.7

0.0005432128164641
0.0005424676923594
0.0005423956554335
0.0005423906095075
0.0005423906094453
0.0005423906055799
0.0005423906055798
0.0005423880748490
0.0005423868133430
0.0005423855518548
0.0005423855479953
0.0005423855479894
0.0005415710300122
0.0005415659839528
0.0005415634378076
0.0005415634281084
0.0005415622864635
0.0005415609225679
0.0005415608993991
0.0005415608993162
0.0005415608993102
0.0005415608993102
0.0005415608993102
0.0005415608993102
0.0005415608993102
0.0005415608954389
0.0005415608954389
0.0005415608954389
0.0005415583685793
0.0005415583685793
0.0005415583685793
0.0005415583685793
0.0005415583685793
0.0005415583685793
0.0005415583685793
0.0005415583685793
0.0005415583685793
0.0005415583685793

32
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93

142.25
2147.1
2108.1
2493.8
2429.8
1007.6
2383.2
2308.2
2397.17
2429.1
1008.3
2397.15
2397.18
2144.3
2493.7
2429.3
2429.5
2429.4
2397.7
2154.5
2397.16
2397.6
2078.6
1017.1
2404.1
2061.1
2311.11
2158.5
2152.2
2388.1
2372.1
2527.2
2429.2
2383.1
2308.1
2397.4
2397.2
2397.5
2144.2
2429.12

0.0005415583685793
0.0005407628349138
0.0005407628349138
0.0005407602925805
0.0005407527003523
0.0005407413217594
0.0005407413121047
0.0005407413121047
0.0005407413043561
0.0005407387813561
0.0005407387794382
0.0005407387794382
0.0005407387774966
0.0005407375122674
0.0005407362545085
0.0005407362545084
0.0005407362545024
0.0005407362545024
0.0005407362506311
0.0005407362487013
0.0005407362467657
0.0005407362467657
0.0005407349873935
0.0005407349853071
0.0005407349852717
0.0005407349852716
0.0005407349852716
0.0005407349852716
0.0005407349852716
0.0005407349852656
0.0005407349852656
0.0005407349814002
0.0005407337489412
0.0005407337315202
0.0005407337315202
0.0005407337315083
0.0005407337276459
0.0005407337276429
0.0005407337257074
0.0005407337237834

33
94
95
96
97
98
99
100

2154.4
2397.3
2397.13
2083.1
2385.17
2311.18
2158.4

0.0005407337237745
0.0005407337237715
0.0005407337237715
0.0005407337218450
0.0005407337218418
0.0005407337218418
0.0005407337218418

5.3 Result Analysis
From the results above, we can determine the nodes in the SOIG which have a high
AssetRank value. As per our observation, the vertices with a greater number of out-going
edges tend to have a higher AssetRank value. This is because, as per AssetRank algorithm,
a vertex’s AssetRank is made up of two parts: the intrinsic value, and the value it gets from
its dependents. In the case of multiple dependents, the vertex tends to have a higher
AssetRank. Using this observation along with the probabilistic results from [3], we can
analyze the results in the following ways:
1. A node has High AssetRank value as well as High BN probability value:
In this case, there is a high chance that the vertex will be under attack. High AssetRank
means the node has many dependents connected to it throughout the network. If the
node’s BN Probability is high, the attack will propagate through the system very easily.
Hence, making this combination of high AssetRank and high BN probability value the
most important and critical section of the SOIG. The analyst must focus on those
objects of the SOIG and reduce or keep a check on the vulnerabilities present in those
objects.
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2. A node has High AssetRank value and a Low BN probability value:
In this case, the chance of the vertex being under attack is low. The high AssetRank
value could be due to multiple dependents contributing to the extrinsic AssetRank value
of the node. Even though the probability of attack is less in this case, the attack
propagation can be severe as high AssetRank means multiple dependents on that node.
If that node is attacked, it’ll be very easy for the attacker to propagate his attack
throughout the system.
3. A node has Low AssetRank value and a High BN probability value:
In this case, there is a high chance that the vertex will be under attack. Despite a low
AssetRank value, the vertex may have high BN probability due to the type of object
and its importance to the attacker as well as its known vulnerability. The analyst must
focus on those objects of the SOIG and use further tools to investigate the state of the
vertex.
4. A node has Low AssetRank value as well as Low BN probability value:
In this case, there is a very small chance that the vertex will be under attack. The low
AssetRank value implies that there are not many dependents of the object. Hence, if
there is an attack, its propagation will be in a controlled manner. The low BN
probability tells us that the vertex is not of much importance to the attacker.
In our result, we found a few vertices with high AssetRank lying on the zero-day attack
path. The node x350.1: SnortBruteForceAlert which is a part of the SSH Server, has a high
BN probability value as shown in Figure 12, and a high AssetRank value as shown in
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Figure 14. This means this node is a very critical part of the network and can be a target
for potential attackers. Security investigation evidence shows that this node is indeed a
malicious node and has been under attack. Hence, both studies combined gives us a list of
priority nodes which can be investigated first. This helps the analyst focus their limited
time and scarce resources on the high priority investigation.
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6. CONCLUSION AND FUTURE WORK
In the above-conducted experiments, the system calls were collected for a small-time
frame. Despite the small-time frame, the number of system calls was huge. The complexity
keeps increasing as more and more instances are created of a single object accessed by
another object. This makes the SOIG very overwhelming and difficult to comprehend [3].
Using the ZePro tool to find the zero-day attack paths in the network[3] and then combining
the results with AssetRank based approach helps the analysts tremendously by reducing
the time and resources needed for understanding the otherwise complex scenarios. This
tool can be used in combination with many other intrusion detection tools to further narrow
down the suspicious system objects and focus on the most critical nodes among the
resultant vulnerability path.
The algorithm and parsing scripts can be modified to handle semantics of the SODG and
be able to rank the vertices in the graph. In this case, the timestamps of the objects will not
be present, but the AssetRanks of such objects can be helpful in determining which object
is accessed by most dependents and should be protected and checked for vulnerabilities.
We would also like to conduct experiments on existing real-time networks for further
analysis to understand real-time advantages and limitations of this approach. Testing the
scalability limits of the algorithm and its time complexity is also possible when we
implement the tool in a real-world scenario with multiple hosts on the network. This may
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create a very big and complex SOIG. With this, we can find ways of improving the
algorithm and making it more efficient.
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APPENDIX A. Input Parsing Perl Script
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APPENDIX B. Result Visualization Perl Script
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